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What went wrong? 
• t1 and t2 aren’t sync
• nonNeg is not sync
• can we fix it?
• nonNeg--?
• How do we know we fixed it?

Dekker's Mutual Exclusion

Dekker.java
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Using Memory Models


• Programming


• Optimization 


• Verification

What is a memory model?


• What are the possible results of a memory read operation
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specified by its program


• R2: Memory requests from all processors issued to an 
individual memory module are serviced from a single FIFO 
queue. Entering a memory request consists of entering 
the request on this queue

Dekker is safe
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Yet most machines don’t deliver SC!
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The case for Relaxed
Sequential Program Optimizations


• Memory store takes 10 cycles*


• Memory load takes 1 cycle*


• Memory stores stall memory loads

1

2

︷

12 Cycles

1

2 ︷

10 Cycles

Optimization

* numbers made up for the example
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Architectural Mechanisms


• Store Buffers


• Caches at different levels (L1, L2)


• Instruction Level Parallelism (ILP)


• Pipelines


• Branch Prediction


• Parallelization


• NUMA


• GPU


• etc.

Architectural Choices


• Manuals are explicitly obscure 
about the actual mechanisms


• Eg: x86 behaves as if it had 
store buffers


• Eg: Power behaves as if it had 
predictive caches


• The Manuals tend to be 
informal (at best)
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A simple relaxed model TSO
The Anomalies / Litmus test

21

1 2

x = 0 & y = 0

x = 1;
r1 = x;
r2 = y;

���
y = 1;
r3 = y;
r4 = x;

��� y = 2;
x = 2;

r1 = r3 = 2 � r2 �= 0 � r4 �= 0

x = 0 & y = 0

x = 1;
r1 = x;
r2 = y;

���
y = 1;
r3 = y;
r4 = x;

r1 = r3 = 1 & r2 = r4 = 0
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Litmus

•SB

•SB+rfi-pos

•SBB

•MP

• IRIW
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A simple language
v 2 Val ::= x | �xe | tt | ↵ | () values

e 2 Expr ::= v | (ve) | (ref v) expressions

| (! v) | (v0 := v1)
| (cas v) | hwr|rdi | hwr|wri

e0; e1 ⌘ �x e1 e0

r ::= (�xev) | (ref v) redexes

| (! p) | (p := v)
| (cas p) | hwr|rdi | hwr|wri

E ::= [] | (vE) evaluation contexts

p := 1; (!q) ⌘ (�x (!q) (p := 1)) ⌘ (�x (!q)| {z }
E

(p := 1)| {z }
[r]

)
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Axiomatic Formalizations



Herd

http://diy.inria.fr/doc/herd.html


Partial Orders
• Strict Partial Orders


• irreflexive, transitive


•       or        for program order


• Operations


• inverse: 


• transitive closure: 


• composition:


• set operations:

po��po

po�1

po+

po; rf

po � rf po � rf

• Conditions on Orders


• Acyclicity


• Irreflexivity


• Transitive


• Consistency
(po � rf)+ � id = �



Burckhardt’s cheatsheet 

Principles of Eventual Consistency

Sebastian Burckhardt’14
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fr

co coSC

po program order   Total order on the actions of each process
rf reads from         Relates a read to the write that stores its value
co commit order     Relates writes to the same address
fr from reads         Read to write order derived from rf and co
hb happens before* (po � rf)+
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TSO — The Model
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✔
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TSO
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fr fr

co co
popo

popo ✗rf



Formalizing MMs

Execution:                   E = <P,Ev,po>
Candidate Execution: C = <E,rf,co>

Events :                       e = p:R[x]=1 | p:W[x]=1 | p:Fence

Memory Access Dec: D = W | R | M

Derived Relations:      R = DD


          | ext | int | fr
Constraints:                   acyclic | irreflexive
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Causality (Happens-Before)

In the simplest case (SC):

• events from the same process happen in the order of their 
program: po ⊆ hb

• If a read sees a value, the write storing that value happens 
before that read: rf ⊆ hb

• happens before is a transitive relation: hb* ⊆ hb

• happens before is acyclic

• we can add fr and co to hb (rf ⊆ hb and cp ⊆ hb) but it 
doesn’t change anything
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Causality (Happens-Before)

TSO*:

• Reads can bypass writes on the same processor

• Define the preserved program order: ppo = po / WR

• events from the same process happen in their preserved program:  
ppo ⊆ hb

• If a read sees a value, the write storing that value happens before 
that read: rf ⊆ hb

• fr and co are included in hb (rf ⊆ hb and cp ⊆ hb)

• happens before is a transitive relation: hb* ⊆ hb

• happens before is acyclic

* not quite enough (we’ll see why)



tso.cat



tso.cat

•SB

•SB+rfi-pos

•SBB

•MP

• IRIW



Herding cats: Modeling, Simulation, Testing, and Data-mining for Weak Memory
Alglave, Maranget, Tautschnig TOPLAS’14



Herding cats: Modeling, Simulation, Testing, and Data-mining for Weak Memory
Alglave, Maranget, Tautschnig TOPLAS’14

Relax: we won’t study all of these!



PSO - RMO
• Herd


• Other semantical styles


• TSO: 


• Denotational semantics based on sequences


• Denotational semantics based on POSETs


• PSO & RMO: 


• Axiomatic and operational models are relatively simple


• Denotational? Not so much

The SPARC Architecture Manual V9





x86 is TSO
• Documentations are really imprecise


• So you say x86 is TSO …, how do you know?


• Litmus Test


• No conclusive proof


• Errors in both the specification and implementations have 
been found (mostly ARM/Power)



PowerPC / ARM



Power? ARM
• The story is more complicated


• Operationally: Store Atomicity relaxations (co)


• Axiomatically: Many more axioms


• How do we restore assurance? 


• Herd/CAT


• Operational Simulators


• Still …, no guarantees

PCCMEM

http://www.cl.cam.ac.uk/~pes20/ppcmem/
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Nutshell
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t0
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Reordering as Allowed by the Memory Model

Temporary Store

x := � ;
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• We use a commutability relation 
constraining the permissible 
reorderings


(t,wrWp,v) � (t, rdq,w)TSO
(t,wrWp,v) � (t, rdq,w) & (t,wrWp,v) � (t,wrq,w)PSO

(t, rdp,v) � (t, rdq,w)

(t,wrWp,v) � (t, rdq,w) & (t,wrWp,v) � (t,wrq,w)RMO

Examples



Might see 
the write

Cannot 
see the write{t1, t2}

(t1,wr
W
z,↵ ) (t2,wr

W0

y,↵ ) (t1, rdz,�) (t0, rdz,µ)

Store-Atomicity Relaxation



Normal Write

Early Write

Extends 
visibility

(S,�0 · (t,wrW,I
p,v ) · �1, T ) ���⇥�,W

(S[p := v],�0 · �1, T )

if �0 � (t,wrW,I
p,v ) & v � Val

(S,�0 · (t,wrW,I
�,v ) · �1, T ) ���⇥�,W

(S,�0 · (t,wrW
0,I

�,v ) · �1, T )

if t ⇥ W 0 & W � W 0 ⇥ W

Memory Write Rules



Normal Read

if �0 � (t, rdp,�) & S(p) = v

(S,⇥0 · (t, rdp,�) · ⇥1, T ) ���⇥�,W
(S, {� ⇤⇥v}(⇥0 · ⇥1, T ))

Early Read
(S,�0 · (t0,wrW,I

p,v ) · �1 · (t, rdp,�) · �2, T )

���!
�,W (S, {� ⇥�v}(⇥0 · (t�,wrW,I⇥{�}

p,v ) · ⇥1 · ⇥2, T ))

if t 2 W & �1 � (t, rdp,�)

Memory Read Rules



p := tt
�� q := tt

�� r0 := ! p;
r1 := ! q

�� r2 := ! q;
r3 := ! p

r0 = r2 = tt & r1 = r3 = ↵
IRIW

(t0,wr
{t0}
p,tt ) (t1,wr

{t1}
q,tt ) (t2, rdp,�) (t2, rdq,�0) (t3, rdp,µ0)(t3, rdq,µ)

IRIW Example
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�� q := tt

�� r0 := ! p;
r1 := ! q

�� r2 := ! q;
r3 := ! p

r0 = r2 = tt & r1 = r3 = ↵
IRIW

(t0,wr
{t0}
p,tt ) (t1,wr

{t1}
q,tt ) (t2, rdp,�) (t2, rdq,�0) (t3, rdp,µ0)(t3, rdq,µ)

(t3, rdq,µ)(t0,wr
{t0,t2}
p,tt )(t1,wr

{t1,t3}
q,tt )

Early writes
(t2, rdp,�) (t2, rdq,�0) (t3, rdp,µ0)

IRIW Example
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�� r0 := ! p;
r1 := ! q

�� r2 := ! q;
r3 := ! p

r0 = r2 = tt & r1 = r3 = ↵
IRIW

(t0,wr
{t0}
p,tt ) (t1,wr

{t1}
q,tt ) (t2, rdp,�) (t2, rdq,�0) (t3, rdp,µ0)(t3, rdq,µ)

(t3, rdq,µ)(t0,wr
{t0,t2}
p,tt )(t1,wr

{t1,t3}
q,tt )

Early writes
(t2, rdp,�) (t2, rdq,�0) (t3, rdp,µ0)

(t0,wr
{t0,t2}
p,tt )(t1,wr

{t1,t3}
q,tt )

Early reads
(t2, rdq,�0) (t3, rdp,µ0)

IRIW Example



PCC.cat



PCC.cat •SB-PPC

•SB-PPC-lwsync

•SB-PPC-sync

•WRC

•WRC+realdata

•WRC-lwsync

• IRIW

• IRIW-lwsync

• IRIW-sync



rmem

https://www.cl.cam.ac.uk/~pes20/ppcmem/
http://www.cl.cam.ac.uk/~jf451/rmem/


Power Barriers
• sync: heavyweight barrier


• cumulative


• lwsync: lightweight barrier


• similar to sync


• does not prevent WR reordering


• Examples


• Herd

http://www.ds.ewi.tudelft.nl/vakken/in1006/instruction-set/


Simple Spin-lock

To fence or not to fence?



Other Models
• And yet these are not the most complicated models


• NVIDIA


• Alpha (obsolete)


• We’ll see Programming Languages models in the next 
lecture


