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Trelber Stack (ABA problem)

class Node {
Node tl;
int val;

class NodePtr {
Node wval;
} TOP;

vold push (int e) {

int pop()

Node vy, n; Node v, z;
y = new(); while (true) {
y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
n = TOP->val; z = y—->tl;
y—>tl = n; 1f (cas(TOP->val, vy, z))
1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
1 » 2 — 3 —| 4 > 5




Trelber Stack (ABA problem)

class Node {
Node tl;
int val;

class NodePtr {
Node wval;
} TOP;

vold push (int e) {
Node v,
y = new();
y—->val = e;
while (true) {

ny

int pop ()

Node v, z;

while (true) {
—Pp y = TOP->val;

1f (y==0) return EMPTY;
n = TOP->val; z = y—->tl;
y—>tl = n; 1f (cas(TOP->val, vy, z))
1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
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int val;

class NodePtr {
Node wval;
} TOP;

vold push (int e) {
Node v,
y = new();
y—->val = e;
while (true) {

ny

int pop ()

Node v, z;

while (true) {
—Pp y = TOP->val;

1f (y==0) return EMPTY;
n = TOP->val; z = y—->tl;
y—>tl = n; 1f (cas(TOP->val, vy, z))
1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
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class Node {
Node tl;
int val;

class NodePtr {
Node wval;
} TOP;

vold push (int e) {

int pop()

Node vy, n; Node v, z;
y = new(); while (true) {
y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
n = TOP->val; —p z = y—->tl;
y—>tl = n; 1f (cas(TOP->val, vy, z))
1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
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Trelber Stack (ABA problem)

class Node {
Node tl;
int val;

class NodePtr {
Node wval;
} TOP;

vold push (int e) {

int pop()

Node vy, n; Node v, z;
y = new(); while (true) {
y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
n = TOP->val; —p z = y—->tl;
y—>tl = n; 1f (cas(TOP->val, vy, z))
1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
Y Z
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
Node wval; y—>tl = n; 1f (cas(TOP->val, vy, z))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
pop () Y\ Z\
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
Node wval; y—>tl = n; 1f (cas(TOP->val, vy, z))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
pop () Y\ Z\
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
Node wval; y—>tl = n; 1f (cas(TOP->val, vy, z))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
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} }
Top.val
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; - z = y->tl;
Node wval; y—>tl = n; 1f (cas(TOP->val, vy, z))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
pop () Y\ Z\
pop () 0 3| -4 SIE
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Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; z = y—->tl;
Node wval; y—>tl = n; - 1f (cas(TOP->val, vy, 2zZ))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
pop () Y\ Z\
pop () 0 3| -4 SIE
push (6)




Trelber Stack (ABA problem)

class Node {

vold push (int e) {

int pop()

Node tl; Node vy, n; Node v, z;
int val; y = new(); while (true) {
} y—->val = e; y = TOP->val;
while (true) { 1f (y==0) return EMPTY;
class NodePtr { n = TOP->val; z = y—->tl;
Node wval; y—>tl = n; - 1f (cas(TOP->val, vy, 2zZ))
} TOP; 1f (cas (TOP->val, n, v)) break;
break; }
} return y->val;
} }
Top.val
pop () Y :
pC%)() \x6 \2 5
push (6)




Treiber + Hazard Pointers

class Node {
Node tl;
int val; y =

class NodePtr({
Node wval;
TID][ ]

} TOP;

vold push (int e) {
Node vy, n;

new () ;

y—->val = e;

for (n=0;
1f (H[n] == vy)

H; return false;

while (true) {

n = TOP->val;

v—->tl = n;

1f (cas (TOP->val,
break;

}

return true;

N<=THREADS;

n++)

n,

V) )

int pop()

Node vy, z;
while (true) {
y = TOP->val;
1f (y==0) return EMPTY;
(TOP->H) [getT1id ()] = vy;
if (TOP->val != vy)
continue;
z = y—>tl;
1f (cas (TOP->val, vy, z))
break;

}
(TOP->H) [getTi1d ()] =
return y->val;

null

}

Hazard Pointers: Safe Memory Reclamation for Lock-Free Objects

M. Michael’04]




HSY Elimination Stack

—xtremely simplified vers

on: 1 collision

class Node {
Node t1;
int val;

}

class NodePtr
Node wval;
} TOP;

class TidPtr {
int val;
} clash;

vold push (int e)
Node vy, nj;
TID hisId;
Y new () ;
y—>val e;

{

{
while (true) {

n TOP->val;

v—>tl n;

1f (cas (TOP->val,
return;

//elimination scheme

n, y))

TidPtr t = new TidPrt () ;
t->val = e;
1f (cas(clash,null,t)) {

walt (DELAY) ;

//not eliminated

1f (cas(clash,t,null))
continue;

else break; //eliminated

int pop () {
Node v, z;
int t;
TID hisId;
while (true) {
Y TOP->val;
it (y )
return EMPTY;
y—>tl;
y—->val;
(cas (TOP->val,
return t;
//elimination scheme
pusher clash;
while (pusher!=null) {
1f (cas(clash,pusher,null))
//eliminated push
return pusher->val;

Z
t
1f

YV, Z)

[Hendler et al.’04]
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Resources, Concurrency and Local Reasoning”

Peter W. O’Hearn
Queen Mary, University of London

To John C. Reynolds for his 70th birthday.

Abstract

In this paper we show how a resource-oriented logic, separation logic, can be used to reason
about the usage of resources in concurrent programs.

1 Introduction

Resource has always been a central concern in concurrent programming. Often, a number of
processes share access to system resources such as memory, processor time, or network bandwidth,
and correct resource usage is essential for the overall working of a system. In the 1960s and 1970s
Dijkstra, Hoare and Brinch Hansen attacked the problem of resource control in their basic works on
concurrent programming [17, 18, 23, 24, 8, 9]. In addition to the use of synchronization mechanisms
to provide protection from inconsistent use, they stressed the importance of resource separation
as a means of controlling the complexity of process interactions and reducing the possibility of
time-dependent errors. This paper revisits their ideas using the formalism of separation logic [43].

Our initial motivation was actually rather simple-minded. Separation logic extends Hoare’s
logic to programs that manipulate data structures with embedded pointers. The main primitive
of the logic is its separating conjunction, which allows local reasoning about the mutation of one
portion of state, in a way that automatically guarantees that other portions of the system’s state
remain unaffected [34]. Thus far separation logic has been applied to sequential code but, because
of the way it breaks state into chunks, it seemed as if the formalism might be well suited to
shared-variable concurrency, where one would like to assign different portions of state to different
processes.

Another motivation for this work comes from the perspective of general resource-oriented logics
such as linear logic [19] and BI [35]. Given the development of these logics it might seem natural
to try to apply them to the problem of reasoning about resources in concurrent programs. This
el L4 do so — separation logic’s assertion language is an instance of BI - but it
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Verifying Linearizability with RGSEP

» Today: Program Logic approach (manual)
» Later: automate part of the process

» Separation Logic (SL)

» Rely Guarantee (RG)

» Linearizabillity Proofs



Veritying Linearizabllity

» Simulation

based approach:

1. For each method locate the linearization point in the code

(conce

otually the atomic execution)

2. Embeo

an “abstract atomic operation” at the linearization point

3. Provide an abstraction map between concrete and abstract

states
4. Prove t
5.Show t

ne Invariance of the concrete and abstract state relation

nat abstract and concrete operations have the same

return values for similar inputs

Modular Fine-Grained Concurrency Veritication
[Vafeiadis’08]



LInearizability with
RGSep



A Primer on RHoare-Logics

» Also known as (Floyd-)Hoare Logic

» We need a language of assertions describing property
of the state at different program points

» Program variables can be used in assertions to relate
the program term and the state

» Invariants: Assertions that are true of all the states in a
niece of code (e.q. loop invariant, global invariant, etc.)




Assertions

P =T ;ue Any possible state

PAQ All states that satisfy P and Q
PV Q
P =Q

T=v]... , | |
IX, P Logical variables relate values In

VX, P one state {IX,z=Xrny=X+1}

Substitutions

{3AX, 2 =X ANy=X+1}x < § {IX, 8 =X Ay=X+1}
W =9}

[z /8] P

X

Notation: Pz + 8]



The meaning of Iriples

For any Initial state
satisfying P

1Py ciQ) < Vo

satisfy Q

* / /
= P, when (0,c) — o', we have ¢

If we execute ¢ reaching a final state

Iriples can be composed to
prove complex programs

{Pre} co; {P} c; {Q} c1; {Post}

The final state must




Check these examples

{r=3}xz:=24+1{x <0}

{r=3}xz:=24+1{x >0}
{z=3}r:=a0+Ly:=2{y=0}

(X2 =XANy=X+1}zx =+ 1y:=x {r =1y}
{r=0}if truethenz: =z +1lelsex:=x—11{xr=1}
{r=0}ifr=5thenz:=z+1lelsex:=x—11{z=1}
{x = 0} while true do x := x4+ 1 od { false}



Hoare Logic Rules



Hoare Logic Rules

{P} skip {P}



Hoare Logic Rules

{P} skip {P} {Plx < e|} x :=e {P}
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Hoare Logic Rules
{P} skip {P} {Plx < e|} x:=¢e {P}

1P} co{R} 1R} a i@}

1P} coser Q]

{PAb} co {Qo} {P N—b} 1 {Q1}
{P} if b then ¢q else ¢1 fi {b= Qo A b= Q1}




Hoare Logic Rules
{P} skip {P} {Plx < e|} x:=¢e {P}

1P} co{R} 1R} a i@}

1P} coser Q]

{PAb} co {Qo} {P N—b} 1 {Q1}
{P} if b then ¢q else ¢1 fi {b= Qo A b= Q1}

{PAb} c{P}
{P} while b do c od {—=b A P}




Hoare Logic Rules
{P} skip {P} {Plx < e|} x:=¢e {P}

Preo iy Bpai@Qr {Pc{@Q} P =P Q=

1P} cose1 {Q) {P'} c{Q'}

{PAb} co {Qo} {P N—b} 1 {Q1}
{P} if b then ¢q else ¢1 fi {b= Qo A b= Q1}

{PAb} c{P}
{P} while b do c od {—=b A P}




A simple Hoare Logic Proof

{x=XANy=Y}

aux = X;

y = aux;

{x=Y Ny= X}



A simple Hoare Logic Proof

{x=XANy=Y}
auUX = X;

{x=XANy=Y ANaux = X}

X =;

y = aux;

{x=Y Ny= X}



A simple Hoare Logic Proof

{x=XANy=Y}

auUX = X;
{x=XANy=Y ANaux = X}
X =y;
{x=YAy=Y Aaux = X}
y = aux;

{x=Y Ny= X}



The Owicki/Gries Method

orograms

verify concu

coend para

» First method !
Multiprgrams

le

const

0 be a

U

» Hoare logics Is insufficient to prove concurrent

» In 1976 Owicky and Gries provide a method to
rrent prog

rams (using the cobegin/
Ct)

O

e to prove properties of



Quick intro to OG (R/G)

{Py} Co {Qo} {P1} C1 {Q1} non-inteference
{Fo A Pr} Col|Cr {Qo AN Q1
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{Py} Co {Qo} {P1} C1 {Q1} non-inteference
{Fo A Pr} Col|Cr {Qo AN Q1

Non-Interference

R —

p For each triple {p;} ¢; {q;} occurring iIn {1} C1 {Q1}

p For each pair {p;} ¢; occurring in{Fo} Co {Qo}, where
¢; 1S an atomic command (write, read, ...)

» Show that: pi and ¢ are stable w.r.t. {p: Ap;} ¢; {p:}




Quick intro to OG (R/G)

{Py} Co {Qo} {P1} C1 {Q1} non-inteference
{Fo A Pr} Col|Cr {Qo AN Q1

Non-Interference

R —

p For each triple {p;} ¢; {q;} occurring in {P1} C; {Q1}

p For each pair {p;} ¢; occurring in{Fo} Co {Qo}, where
¢; IS an atomic command (write, read, ...)

» Show that: p: and ¢ are stable w.r.t. {p: Ap;} ¢; {pi}

=Xponential number of proof
obligations on number of threads




1o the Board!

{x =0A flag = false}

x = 100 i if(flag)
flag = true x =1x — 50

{x > 50 A flag = true}
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{x =0A flag = false}

x = 100 i if(flag)
flag = true x =1x — 50

{x > 50 A flag = true}

(x =0}

Atomic— x=x+1 || x=x+1

{x=2)



1o the Board!

{x =0A flag = false}

x = 100 i if(flag)
flag = true x =1x — 50

{x > 50 A flag = true}

{x =0}
Atomic— x=x+1 || x=x+1
{x =2}

Ghost Variables



Separatlon [ ogic (SL)

P T'rue
- P
PAQ
PV
P =@
r=uv]...
X, P
VX, P
VX, P
emp

, junk
Spatial s
Assertions P xQ

P —®




Separatlon [ ogic (SL)

P

Spatial

Assertions

T'rue
- P
PAQ
PV
P =@

r=uv|...

31X, P
VX, P
VX, P
emp
junk
T+ v
P % ()
P-® Q

h,iFgr, emp = dom(h) = ()

h,1 Fgr, junk = h,1Fg;, —emp



Separatlon [ ogic (SL)

P True h,i Fsr emp = dom(h) = {)
- P
PAQ
P\/Q h,iIZSLxI—>v:3p,.dom(h):{p}./\
P=Q L D i(r) =p A hli] =
r=uv]...
14X, P
VX, P
VX, P
emp

, junk
Spatial s
Assertions P xQ

P —®

h,1 Fgr, junk = h,1Fg;, —emp




Separatlon [ ogic (SL)

P True h,i Fsr emp = dom(h) = {)
- P
PAQ
P\/Q h,iIZSLxI—>v:3p,.dom(h):{p}./\
P=Q i(r) =p A hli] =
r=uv]...
14X, P
VX, P
VX, P
emp

, junk
Spatial s
Assertions P xQ

P —®

h,1 Fgr, junk = h,1Fg;, —emp




Separation Logic (SL)

P = True h,iFgy emp = dom(h) =0
- P

PAQ
P\/Q h,iIZSLxI—>v:3p,.dom(h):{p}./\
P=Q i(x) =p N hli] =

r=uv|... hyiEsr (P*Q) =

3X, P 3 h1 h2, (h1 Why = h) A

\V/X P hlaiIZSLP A h27i|:SLQ
Y

VX, P PO

emp | :

| iunk P Q
Spatial ; o)

Assertions P xQ

P—® @

h,1 Fgr, junk = h,1Fg;, —emp




Separation Logic (SL)

P = True h,iFgsy emp = dom(h) = ()
- P
PAQ
PV Q h,i Egp, x — v = dp,dom(h) = {p} A
P=Q i(x) =p N hli] =
r=uv|... hyiEsr (P*Q) =

IX, P 3 hl h2, (h W ho = h) A

\V/X P hlai IZSL P A h27i IZSL Q
VX, P

emp

, junk

Spatl|al s

Assertions P xQ

P —®

h,1 Fgr, junk = h,1Fg;, —emp
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P

Spatial

Assertions

T'rue
- P
PAQ
PV
P =@

r=uv|...

31X, P
VX, P
VX, P
emp
junk
T+ v
P % ()
P-® Q

h,iFgr, emp = dom(h) = ()

h,1 Fgr, junk = h,1Fg;, —emp
h,i Fsr x — v = dp,dom(h) = {p} A

i(x) =p A hli] =

h,”H:SL (P*Q) —
3 b1 h2, (hy Whe = h) A
hlai IZSL P A h27i IZSL Q

h,t1 Egr, (P — Q) =
3 11 h2, (hy Wh = hy) A
hlai IZSL P A h27i IZSL Q

P —®Q)
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P

Spatial

Assertions

T'rue
- P
PAQ
PV
P =@

r=uv|...

31X, P
VX, P
VX, P
emp
junk
T+ v
P % ()
P-® Q

h,iFgr, emp = dom(h) = ()

h,1 Fgr, junk = h,1Fg;, —emp
h,i Fsr x — v = dp,dom(h) = {p} A

i(x) =p A hli] =

h,”H:SL (P*Q) —
3 b1 h2, (hy Whe = h) A
hlai IZSL P A h27i IZSL Q

h,t1 Egr, (P — Q) =
3 11 h2, (hy Wh = hy) A
h17i|:SLP A h27i|:SLQ

Q

P-®Q P
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P

Spatial

Assertions

T'rue
- P
PAQ
PV
P =@

r=uv|...

31X, P
VX, P
VX, P
emp
junk
T+ v
P % ()
P-® Q

h,iFgr, emp = dom(h) = ()

h,1 Fgr, junk = h,1Fg;, —emp
h,i Fsr x — v = dp,dom(h) = {p} A

i(x) =p A hli] =

h,”H:SL (P*Q) —
3 b1 h2, (hy Whe = h) A
hlai IZSL P A h27i IZSL Q

h,t1 Egr, (P — Q) =
3 11 h2, (hy Wh = hy) A
hlai IZSL P A h27i IZSL Q



SL Frame Rule

1Py C 1@}
{PxF} C{Qx*F}

2 el O

P F CclQ T E



Concurrent Separation Logic (CSL)

{Po} Co {Qo} {1} C1 {Q1}
{PoxP1} Co || C1 {Qo*Q1}

Fo. Col Qo PO @
Py By Co | C1 Qo 1




Concurrent Separation Logic (CSL)

{Po} Co {Qo} {1} C1 {Q1}
{PoxP1} Co || C1 {Qo*Q1}

Fo. Col Qo Py Ol @
Py By Co | C1 Qo 1

We will ignore resources for now




SL + Rely Guarantee (RGSep)

Locality

p,q,r =P ||P||pxq|pAq|pVq|IFz.p|Vz.p




SL + Rely Guarantee (RGSep)

Locality

p,q,r =P ||P||p*xq|pAq|pVq|Tz.p|Va. p

/ N\

Local State| |Global State




SL + Rely Guarantee (RGSep)

Locality

p,q,r =P ||P||pxq|pAq|pVq|IFz.p|Vz.p




SL + Rely Guarantee (RGSep)

Locality

p,q,r =P ||P||pxq|pAq|pVq|IFz.p|Vz.p

Interference
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SL + Rely Guarantee (RGSep)

Locality

p,q,r =P ||P||pxq|pAq|pVq|IFz.p|Vz.p

Interterence
HPWQH:{(hl&JhQ,hQH‘Jho) ‘ hl,iIZSLP A\ hg,”H:SL Q}
ho hl = hO h2



RGSep Judgment

Pre Post

R,G F P} cQj




RGSep Judgment

Post

i, G {P} (3

Set of Guarantee Actions:
Global actions allowed to this command
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Set of Guarantee Actions:
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Set of Rely Actions:
Global actions of other concurrent commands



RGSep Judgment

Post

R,GF{P} c 1@}

Set of Guarantee Actions:
Global actions allowed to this command

Set of Rely Actions:
Global actions of other concurrent commands

G R
_bad o ----j G
R &
C----- -~ I — .
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RGSep Proof Rules

R,GF{P}; C{Q]
F stable for (R U G) or C' has no atomic

RGF{P+F}C {Q*F)

Q=(PxX+—Y)

z ¢ fu(P)

R,GF{

Q

R,GFHA{P} Ci {R} R,.GF{R} Cs {Q}

R,GF{P} C1;C {Q}

Ne=X}x:=|e| {

Q

xr =Y}



RGSep Proof Rules

R,GF{P}; C{Q]
F stable for (R U G) or C' has no atomic

RGF{P+F}C {Q*F)

Q=(PxXr—Y) xr ¢ fu(P)

R,GF{

R,GFHA{P} Ci {R} R,.GF{R} Cs {Q}

Q

R,GF{P} C1;C {Q}

—{P1* P} C {Q1 +Q2} Q

gﬂfU(PQ)ZQ P:>P1>%F

Ne=X}zx:=e]{Q|xx=Y}

stable for R

Q1+ F=Q (PL~Q1)cG

- {| 3y. P |* Py} atomic C {3y.

Q *Qz}




RGSep Proof Rules

R,GFH{P} C {Q}

F stable for (R U G) or C' has no atomic

RGF{P+F}C {Q*F)

Q=(PxX+—Y)

z ¢ fu(P)

R GH{Q|Ae=X}ax:=le] {{Q|xz=Y}

R,GFHA{P} Ci {R} R,.GF{R} Cs {Q}

R,GF{P} C1;C {Q}

—{P1* P} C {Q1 +Q2} Q
P:>P1>%F

yn fo(Pr) =9

stable for R

Q1 *F = Q

(P1 MQl)EG

=1

5. P

RUGy, G F {Pl} C1 {Ql}
RUG,Ga F{Py} Cy {Q2}

+ Py} atomic C' {3y.

Q

*Qz}

Py stable for R U G5
P stable for R U G4

R, Gl U GQ |_ {Pl X PQ} ClHCQ {Ql X QQ}



RGSep Proof Rules

P~QeG
wHywangG_EXACT PWQQGG_AX
Pi~~8%«Q1CG PoxS~Q2CG P~ QCdd
PP o Qis@CG OO Pleja] Qlefa] G T
Fs, PP=P P~ QCG FsL Q=0 (PxF) ~ (QxF) C G

P wQ CG G-CONS PwQCG G-CoFrM



To the Board (RGSep)

{x =0A flag = false}

x = 100 i if(flag)
flag = true x =1x — 50

{x > 50 A flag = true}

(x=0)
x=x+1 | x=x+1

{x=2)



L inearizability: Proof Technigue

» For each implementation method of a library:
p [dentity a syntactic linearization point

p Check that for each successful execution of a
method there is exactly one linearization point

p Check that the input/output corresponds to the
sequential spec. of the object



Linearizability in RGSep:
Some Additional Ingredients

Single Assignment Variables
{emp} X = newWginge; {X = undef }
{y=2zAe=y} x:=[€lsingre; {¥=>2AX=2}
{e, — undef} €1]single = €2; {e€1 = eg}

{e+> } disposegingie(€); {emp}
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Simulation Argument in RGSep

{p A d.AbsResult — undef} ConcreteOp(d) {d.AbsResult — Result}



Linearizability in RGSep:
Some Additional Ingredients

Single Assignment Variables
{emp} X = newWginge; {X = undef }
{y=2hNe=y} x:=[elsinge; {y—2A%x=2}
{61 - undef} [el]single .= €9, {61 - 62}

{e+> } disposegingie(€); {emp}

Simulation Argument in RGSep

{p A d.AbsResult — undef} ConcreteOp(d) {d.AbsResult — Result}

Shorthand Annotation for Linearization Points

Ling, . . & e1.AbsResult := AbsOp(e;); ...; ep.AbsResult := AbsOp(e,);

vey mn



Specifications:
from histories to states

Dredefined Abstract State: Abs

Abstract specification of the operations

Abs push(e) < ( Abs := e-Abs; AbsResult :=e¢;)

Abs pop() © ( case (Abs)
€ —> AbsResult := EMPTY;

v-A— { Abs := A; AbsResult := ’U;} >

We can generate the specitication histories

O = <Abs push(v), > - <Abs pop(v),v> ..



Trelber Stack



Treiber Stack In RGSep

class Cell {Cell next; value t data;} | value pop () {
Cell S, Abs; Cell t,x;
do {
void push (value v) { (t :=8; Lingis(t = null);)
Cell t,x; if(t = null)
x := new Cell(); return EMPTY;
X.data := v; X := t.next;
do { } while(—CASinis(&S, t,x));
(t :=8;) return t.data;
x.next := t; }
} while (—CASipnis(&S, t, x));
}

Abs_push(e) < ( Abs := e-Abs; AbsResult :=¢;)

Linearization POINTS  yus pop() & ( case (abs)

are marked e =>  AbsResult := EMPTY;
| v-:A = { Abs := A; AbsResult :=v;} )



Treiber Stack In RGSep

Actions

&S—y * &Abs — A ~» &S—x x z—Cell(v, y) x &Abs +— v-A  (Push)
&Sz x x—Cell(v, y) * &Abs — v-A ~» &Sy *x x—Cell(v,y) * &Abs — A (Pop)
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Inductive

Representation of a List containing A
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Treiber Stack In RGSep

Actions

&S—y * &Abs — A ~» &S—x x z—Cell(v, y) x &Abs +— v-A  (Push)
&Sz x x—Cell(v, y) * &Abs — v-A ~» &Sy *x x—Cell(v,y) * &Abs — A (Pop)

Inductive Representation of a List containing A

Iseg(x,y, A) e (x=yANA=¢€eNemp)

V (x #y A JvzB. z—Cell(v, 2) x Iseg(z,y, B) AN A = v-B)

Abstraction Invariant (a.k.a. Simulation Relation)

StackInv < Br A. &S — z x &Abs — A * Iseg(z,null, A) * true




Treiber Stack In RGSep

void push (value v) {
Cell t,x;
{AbsResult > undef * Stack]nv}
x := new Cell();
x.data := v;
AbsResult — undef
{ x x—Cell(v, _) * Stack[nv}
do {
AbsResult + undef
{ x x—Cell(v, _) * Stackln'v}
(t:=8;)
x.next = t;
AbsResult — undef
{ * x—Cell(v, t) * Stack[nv}
} while (—CASu;s(&S,t,x));
{AbsResult > v % Stack[n'u}

}

&Sy * &Abs — A ~» &Sz x z—Cell(v, y

&S—x x z—Cell(v, y) % &Abs — v-A ~» &Sy x z—Cell(v,
value pop () {

Cell t, x, temp;
{AbsResult > undef * Stack[nv}
do {

(t :=8; Ling;s(t = null);)

(t=null A AbsResult +> EMPTY * StackInv)
V (3z. AbsResult — undef * K(z))

if(t = null) return EMPTY;
{3z. AbsResult > undef * K(z)}
X := t.next;
{AbsResult +> undef * K(x)}
} while(—CAS;pnis(&S, t, x));
Jv. AbsResult > v

dr A. &Abs — Ax &S +— x

"% Iseg(x,null, A) % x—Cell(v

, ) * true

temp := t.data;

{EI'U. AbsResult + temp * Stack[nv}
return temp;

}

|

y) *x &Abs — A

StackIny < Bz A. &S —  * &Abs — A * Iseg(x,null, A) * true

) * &Abs — v-A

(Push)
(Pop)

K(y) & ( x t—Cell(v, y) *

Iseg(y,null, B) *
V (3z A. &Abs — A x &S — z * Iseg(z,null, A) x t—Cell(_,

drv AB. &Abs — A-v-B x &S — x * Iseg(z, t, A))
true

_) * true)




Treiber Stack In RGSep

void push (value v) {
Cell t,x;
{AbsResult > undef * Stack]nv}
x := new Cell();
x.data := v;
AbsResult — undef
{ x x—Cell(v, _) * Stack[nv}
do {
AbsResult + undef
{ x x—Cell(v, _) * Stackln'v}
(t:=8;)
x.next = t;
AbsResult — undef
{ * x—Cell(v, t) * Stack[nv}
} while (—CASu;s(&S,t,x));
{AbsResult > v % Stack[n'u}

}

&Sy * &Abs — A ~» &Sz x z—Cell(v, y

&S—x x z—Cell(v, y) % &Abs — v-A ~» &Sy x z—Cell(v,
value pop () {

Cell t, x, temp;
{AbsResult > undef * Stack[nv}
do {

(t :=8; Ling;s(t = null);)

(t=null A AbsResult +> EMPTY * StackInv)
V (3z. AbsResult — undef * K(z))

if(t = null) return EMPTY;
{3z. AbsResult > undef * K(z)}
X := t.next;
{AbsResult +> undef * K(x)}
} while(—CAS;pnis(&S, t, x));
Jv. AbsResult > v

dr A. &Abs — Ax &S +— x

"% Iseg(x,null, A) % x—Cell(v

, ) * true

temp := t.data;

{EI'U. AbsResult + temp * Stack[nv}
return temp;

}

|

y) *x &Abs — A

) * &Abs — v-A

(Push)
(Pop)

Check Stability: Exercise :)

StackIny < Bz A. &S —  * &Abs — A * Iseg(x,null, A) * true

K(y) & ( x t—Cell(v, y) *

Iseg(y,null, B) *
V (3z A. &Abs — A x &S — z * Iseg(z,null, A) x t—Cell(_,

drv AB. &Abs — A-v-B x &S — x * Iseg(z, t, A))
true

_) * true)




Linearization point of Push

<

 AbsResult 5 undef } \
|+ x—Cell(v, t) * StackInv
b := CAStmis(&S, t, X);
(b A AbsResult — v * Stack[nv)
ﬁb A AbsResult +> undef)

>|< x—Cell(v, t) * StackInv




Linearization point of Push 2

<

 AbsResult undef \
| * xr—>CeII(V t) * StackInv

(b A AbsResult — v * Stack[nv)

ﬁb A AbsResult — undef
>|< x—Cell(v, t) * StackInv




Linearization point of Push 2

JAbsResult = undef }

|+ x—Cell(v, t) * StackInv
b := CASH(&S, t, x);
(b A AbsResult — v * StackInv)

—b A AbsResult — undef
x x—Cell(v, t) * StackInv

Succesful CAS

§AbsResult = undef * x—Cell(v, t) *

AbsResult — undef * x—Cell(v, t) *
(&S] := x; Abs_push(v))

X T
\ \
1 » 2 — 3 > 4 » O
%ﬁ
1 2 1 3|14 | 5|6
AbSs

JA. &St x &Abs— A x Iseg(t,null, A) x true

&S — t * &Abs — A * Iseg(t,null, A) % true}

AbsResult > v * &S > x * &Abs — v-A x x—Cell(v, t) * Iseg(t,null, A) x true}
AbsResult > v * Gz A. &S —  * &Abs — A * Iseg(x,null, A) * true}




POp

CAS Linearization point of Pop
{AbsResult = undef * K(x)}

b := CASEER(&:S, t,x);

(b A Jv. AbsResult r v %

dz A. &Abs — A x &S +— x * Iseg(z,null, A)
+ phead— Cell(v, _) * true

V (=b A AbsResult +— undef *x K(x))

drv A B. &Abs — A-v-B % &S +— x x Iseg(x, phead, A)

K(y) © (* phead—Cell(v,y) * Iseg(y,null, B) * true )

V (Jdz A. &Abs — A x &S — x * Iseg(z,null, A) x phead—Cell(_, ) * true)|




CAS Linearization poi

POp

nt of Pop

{AbsResult = undef * K(x)}

b := CASEER(&:S, t,x);

(b A Jv. AbsResult r v %

dz A. &Abs — A x &S +— x * Iseg(z,null, A)
+ phead— Cell(v, _) * true

V (=b A AbsResult +— undef *x K(x))

drv A B. &Abs — A-v-B % &S +— x x Iseg(x, phead, A)

K@) = (* phead—Cell(v,y) * Iseg(y,null, B) * true )

V (Jdz A. &Abs — A x &S — x * Iseg(z,null, A) x phead—Cell(_, ) * true)|

’

JAbsResult > fu,ndef\> <
| * StackInv i

/ \

(t = null A AbsResult > EMPTY * StackInv)

Read Linearization point of Pop

V (3z. AbsResult > undef * K(x))

/




|_ock Coupling List



| ock Coupling Set

locate(e) { remove(e) { add(e) {
local p, e lloeal x i =2 local x,¥,2Z;
p := Head; (x,y) := locate(e); (x,z) := locate(e);
lock(p); if (y.value =e) { if (z.value # e) {
¢ = punext; lock(y); y := new Node();
while (c.value < e) { Z = JHext; Teleek =10;
Tock(c)s x.next := z; y.value := e;
unlock(p); unlock(x); y.next := z;
p .= C; dispOSG(Y)§ X.next =y,
C := p.next; } else { }
locklc): unlock(x); unlock(x);
} } }
return(p, c); }
}




| ock Coupling Set

Some predicates
Ns(z,v,t) = x — {.lock = s,.value = v, .next = y}



| ock Coupling Set

Some predicates
Ns(z,v,t) = x — {.lock = s,.value = v, .next = y}

x points to a node locked by s or s Is 0,
with value v, and followed by Node v




| ock Coupling Set

Some predicates
Ns(z,v,t) = x — {.lock = s,.value = v, .next = y}
Lt(lli',?),y) — Nt(aj?vay) At >0

x points to a node locked by a real thread t



| ock Coupling Set

Some predicates
Ns(x,v,t) = x — {.lock = s,.value = v, .next = y}
Li(x,v,y) = Ne(z,v,y) ANt >0
U(z,v,y) = No(z,v,y)
x points to an unlocked node
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| ock Coupling Set

Some predicates
Ns(z,v,t) = x — {.lock = s,.value = v, .next = y}
Li(x,v,y) = Ne(z,v,y) ANt >0
U(z,v,y) = No(z,v,y)

Lock and Unlock Actions
te TANU(z,v,n)~ Li(x,v,n) teT A L(x,v,n)~ U(x,v,n)

_ules
P stable for R () stable for R P stable for R () stable for R
PiN—(panan)*F PiLtid(p,n,n)*F
Ltid(p,U,N)*FiQ U(p,v,n)*FiQ

R,GH{ P} lock(p) {|Q} R,GF {|P [} unlock(p) {|Q|}




teT)N(u<v<w)A (Lx,u,n) * Ny(n,w,y))

| ock Coupling Set

(Insert)
~ Li(z,u,m) x U(m,v,n) * Ny(n,w,y)

(t € T)N(v<oo)A (Lyx,u,n) *x Ly(n,v,m)) ~ L,(z,u,m) (Remove)

T T n T n (Lock)
_____ Locked T

apll = wm v | 4w n (Unlock)
Locked 0=

u| +—~{w| 4y u |\ w| 4 Y 1 u<v<uw (Insert)

Locked  _ ~ ~ —° Locked \ T
a | &

u |\ m | 4w m v < 400 (Remove)

Locked \ L/)T o Locked




locate(e) {
lecal p c;k:

{BA. ls(Head, A, nil) * s(A)

p := Head,;

17 B. ls(Head, €,p) * N(p, —00, Z)
x [s(Z, B,nil) x s(—o00-B)

Llock(p);

-

dB. Is(Head, ¢, p) * L(p, —00, Z)
* Is(Z, B, nil) * s(—o0-B)

C := p.next;)

1B. Is(Head, €, p) * L(p, —00, c)

t := c.value;)

Ju.

L ocate

/\—oo<e}

/\—oo<e}

/\—oo<e}

/\—oo<e}

(
{<*l5( B, nil) * s(—o0-B)
{

JABZ. Is(Head, A, p) * L(p, u, c)

* N(c,t,Z) % ls(c, B,nil) x s(A-u-t-B) AR e}

Ju.

JABZ. Is(Head, A,p) * L(p, u, c) . =
x N(c,t,Z) * ls(c, B,nil) x s(A-u-t-B)

while

{2

(t<e)d
JABZ. ls(Head, A,p) * L(p,u, c)

* N(c,t,Z) * ls(c, B,nil) * s(A-u-t-B)

lock(c);
{EIuZ JAB. ls(Head, A,p) * L(p, u, c)

/\u<e/\t<e}

"% L(c,t,Z) % Is(Z, B,nil) x s(A-u-t-B) S e}

unlock(p);

=

g

Ju.

Ju.

[ i el i i iy

}

N

LL
e
N

x Is(Z, B, nil) x s(A-t-B)

C

1% Is(Z, B, nil) x s(A-u-B)

Cc := p.next;)

JAB. Is(Head, A, p) * L(p, u, c) Au < e}

* Is(c, B, nil) * s(A-u-B)

;= c.value;)

JABZ. ls(Head, A,p) * L(p,u, c)
x N(c,t,Z) % ls(Z, B,nil) * s(A-u-t-B)

=T JABZ. ls(Head, A, p) * L(p, u, c)
"% N(c,v,Z) *ls(Z, B,nil) x s(A-u-v-B)

return (p, ¢);

JAB. ls(Head, A,c) * L(c, t, Z) At e}

JAB. Is(Head, A, p) * L(p, u, Z) Ku< e}

/\u<e}

/\u<e/\e§'v}



Add
add(e) { local x,7,2,t;

{BA. Is(Head, A, nil) * s(A) A—oco < e}

( z) := locate(e);

{Huv 1ZAB. Is(Head, A, x) * L(x,u,z) * N(z,v, Z)
x [s(Z, B, nil) % s(A u-v-B)

(t = z.value;) if(t #e) {

{ 1ZAB. ls(Head, A, x) x L(x,u,z) * N(z,v, Z)
¥

/\u<e/\e§fu}

"% Is(Z, B,nil) x s(A-u-v-B) ANu<eAe <v}

= cons(0, e, z);

1ZAB. Is(Head, A, x) * L(x,u,z) * N(z,v,Z)
x Is(Z, B,nil) * s(A-u-v-B)

(x.next =y; )

{Juv. BZAB. Is(Head, A,x) * L(x,u,y) * N(y, e, Z) * Is(Z, B, nil) * s(A-u-e-B)|}
}
unlock(x);
{Jv. BA. Is(Head, A, nil) x s(A)|}

}

Juw.

xU(y,e,z) A\u<eAe <v}




Remove

remove(e) { local x,y,z,1t;

{HA. Is(Head, A, nil) * s(A)|A —00o < e Ae < +00}

(x y) = locate(e);

{Huv

1ZAB. Is(Head, A, x) * L(x,u,y) * N(y,v, Z)
x Is(Z, B,nil) * s(A-u-v-B) ANu<eAe<vAe<+o00

(t =y.value;) if(t=-¢e){

1ZAB. ls(Head, A,x) * L(x,u,y) * N(y,e, Z)

"1 Is(Z, B,nil) x s(A-u-e-B) Ne < —I—OO}
lock(y);

1Z AB. Is(Head, A,x) * L(x,u,y) * L(y,e, Z)

"1x Is(Z, B,nil) x s(A-u-e-B) Lk +OO}

Z = y.aext;)

JAB. Is(Head, A, x) * L(x,u,y) * L(y, e, 2)

"% Is(z, B, nil) x s(A-u-e-B) HEFS +OO}

. HAB. Is(Head, A, x) * L(x,u,z) * ls(z, B, nil) x s(A-u-B)|* L(y, e,z)}

unlock(x);

{BA. Is(Head, A, nil) * s(A)|* L(y, e, z)}

dispose(y);

} else { {3u. AZAB. Is(Head, A,x) x L(x,u,y) * Is(y, B,nil) * s(A-u-B)|}
unlock(x); }

{BA. ls(Head, A, nil) x s(A)[}

}



... to be continued ...

» Automatization
» Symbolic Execution of SL
» Shape Analysis on SL
» Shape-Value Abstraction for Linearizability
» RGSep Action Inference
» Automatically Proving Linearizability
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Conflict Serializability (recap)

» We need to inspect the implementation of the library
» In a transaction these are writes and reads to different registers
» Specification Histories:

» Call  :beginTx
» Return : commitTx

» Implementation Histories:

» Call :beginTx
» Return : commitTx
» Write  : wrp, v

» Read : rd,,.

» RMW : casy,v,w

» Sometimes we need to mention the thread: (t, wrp.)



Conflict Serializability (recap)

» We define a conflict relation # between operations:

P wrp, v H rdp,w

P Wrp, v H W,y

P rdp,wHWrp,y

» Conflict Equivalence:
» Minimal equivalence on histories -, such that
50 "0O71 ° O ‘51 - 50 "O2 * O1 ‘51
whenever o1 # o»

» In a nutshell, reordering non-conflicting events
renders equivalent histories

A Theory of Database Concurrency Control
[Papadimitriou 1986]



Conflict Serializability Monitoring

p Let’s instrument the program to detect
Serializabillity violations at runtime

p \We can record the history of the execution and
check when it becomes un-serializable

» Problem: How much do we need to remember?

p Let’s try to minimize it




Conflict Serializability Monitoring

» Actions ces: push(v), retpusn, Pop (), rety,
er,\], rdp,v, CaSp,V,W

p Events: X+ = {(t,a) |aeZ, teT}

» History: & € =+ + well formedness conditions

» Conflict, Dependency and Equivalence of histories:
as before

» Definition: (Atomicity — a.k.a. Conflict Serializabllity)
A history & is (Conflict) Serializable if it has a conflict

equivalent serial history




Conflict Serializability Monitoring

» Definition: (Conflict Graph)

graph CG(3) of & Is a tuple CG(d) = (V,

»V = (01, 02, ..., On),

=, S) whe

f operations o1, o2, ..., on happen in &. The conflict

e.

» SV — 22 where S(o;) is the set of events of o; in &

» o1 —> 04 € Eif there are events (t, a) e S(oi)and
(t’,a’)e Sloi) such that a#a’, and a appearsin &

before a’

» Lemma:

here exists a cycle In & Iff & Is not contlict serializable
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and check for cycles at every operation:
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Conflict Serializability Monitoring

» SO, we could record the Conflict Graph,
and check for cycles at every operation:

» The graph is unbounded :-(

» VWhat about erasing operations that
have already finished?

Oop1 rdy WIx
L | |

Op2  Wryx rdg retop:
L | | |

OP3 WXy
f |

Serialization  opr— op2  ops



Conflict Serializability Monitoring

» SO, we could record the Conflict Graph,
and check for cycles at every operation:

» The graph is unbounded :-(

» VWhat about erasing operations that
have already finished?

Oop1 rdy WIx
L | |

Op2  Wryx rdg retop:
L | | |

OP3 WXy
f |

Serialization  op1 — opz—»ops



Conflict Serializability Monitoring
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and check for cycles at every operation:

» The graph is unbounded :-(

» VWhat about erasing operations that
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Conflict Serializability Monitoring

» SO, we could record the Conflict Graph,
and check for cycles at every operation:

» The graph is unbounded :-(

» VWhat about erasing operations that
have already finished?

Oop1 rdy WIx
L | |

op, Wrx rd; retops
L | | | :

SNTEIY ,, i Boom!
Serialization  op: op:
*********** forget about op;



Conflict Serializability Monitoring

» SO, we could record the Conflict Graph,
and check for cycles at every operation:

» The graph is unbounded :-(
} Wl'\n+ A~ 1t AraeceIinA AnRArAatiANe -H'\a-t
e Forget the operations but not the
d . .
conflicts they induced

Oop1 rdy WIx
L | |

op, Wrx rd; retops
L | | | :

OP3 WXy
f |

SNTEIY ,, i Boom!
Serialization  op: op:
*********** forget about op;



Conflict Serializability Monitoring

» SO, we could record the Conflict Graph,
and check for cycles at every operation:

» The graph is unbounded :-(
} Wl'\n+ A~ 1t AraeceIinA AnRArAatiANe -H'\a-t
e Forget the operations but not the
d . .
conflicts they induced

Oop1 rdy WIx
L | |

op, Wrx rd; retops
L | | ) ‘

But recording every event of every transaction is
too expensive In memory




Summarized CG

p Keep track of active threads only

p Paths between active transactions are summarized
as edges

p Keep set of conflicts C, events in transactions that
must be scheduled after the current one

Active Threads

SCH(d) = & E, S, C)

/ \
Conflict Set:
As Before events in completed transactions
that must be scheduled after



Conflict Serializability Monitoring

» Definition: [SCG] Given CF(8), we define SCF(8) = (V,E,S,C) where:

1. V contains a node v; for each active thread t (executing (t, o:))

2.v. —> v’ (executing (t, o0:) and (t’ o:) resp.) appears in E if there
IS 0; -» 03 a path in CG(8) which contains no other node v* (in V)

3. if v e V(corresponding to (t, o:) )then S((t, 01)) = S(o1) € CG(S)

and C(v) contains:
a) (t’,a)suchthat t’ is an active thread, and there is some

completed o5 with o; ~» o5 a path in CG(8), where (t’,a) € S (o5)
D) a such that there is a completed o5 in CG(d) with o; ~» o5
and (t’,a) € S (o5)where t’ has terminated.

» Lemma:
CG(5) contains a cycle iff SCG(8°) contains a cycle for & a prefix of &




Conflict Serializability Monitoring

» Algorithm: we consider the next event v in &
» v=(t, callep): Ccreate a vertex v and set S(v) = @ and C(v) = @

» v=(t, retop): for each v/ and v* such that v/ ——v—sv*

appears in £, remove v and add edge v’ —v* to E.
Set C(v! )=C(v" ) uS(v)uC(v).

pv=(t,a):SetS(v)=S(v) U {(t,a)l.
Foreach v’ inV such that (t*, a*) appearsin C(v’)u S(v')
and (t*,a*) #(t,a),add v’—sv to E. Also, for any action b
in G(v') with b#a v/ —v to E.

» If a thread t terminates, erase all the labels t from the conflict
sets.

p [f at any point there Is a self loop report a serializability violation.



Conflict Serializability Monitoring

» Lemma: (Complexity)
f &) k is the maximum number of active

threads, and b) n is the number of variables,
then the size of the SCG is O(k2+k *n)

» Theorem: (Decidability)

Checking if a

B00

ean Program is Serializable

s PSPACE-complete



Happy Holidays!



