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1. Introduction

Separation logic, first developed in papers by John Reynolds, the author, Hongseok Yang
and Samin Ishtiaq, around the turn of the millenium [73,47,61,74], is an extension of
Hoare's logic for reasoning about programs that access and mutate data held in computer
memory. It 18 based on the separating conjunction P * Q, which asserts that P and @
. 13 £oe canarate portions of memory, and on program-proof rules that exploit separation

separation logic, its semantics,
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Reasoning about linearisability

Linearisability 18 the standard correctness condition for fine-grained concurrent data

peter W. O’Hearn ; structure implementations. Informally, & procedure s linearisable In & context if and

Queen Mary University of London only if it appears to execute atomically in that context. A concurrent data structure 1s
linearisable if all the operations it supports are linearisable.

Abstract. These are the notes to accompany @ Dome at the Marklobcrc.lorf PhD Linearisability 18 widely used 1n practice because atomic code can be specified much
summer school in 2011. The course consists of an introduction 10 separation 10g1C,

with a slant towards its use . automatic program ve i fication and analysis. more accurately and consicely than arbitrary code. For instance, consider we want to

specify the following procedure, which increments the shared variable x atomically:
inc() {int t; do {t:=x} while(—CAS(&x,t,t + 1));}

Using the rely /guarantee proof rules, weé can prove that inc() satisfies the specifica-

tions (x=N,x=IY,G,x=N+1), (x<N, x_<_Li_,G,x_<_N+1), (x_>_N,x_>_l_f,G,x_>_N+1), and

(true,True,G _true), where G = (x_>_li'). Each of these four specifications is useful in a

Keywords. Program Logic, Automatic Program Verification, Abstract [nterpretation,
Separation Logic

1. Introduction

different context, but there is no single best specification W€ can give to inc ().

Separation logic, first developed in papers by John Reynolds, the author, Hongseok Yang A better way t0 specify inc() 18 to prove that 1t is observationally equivalent to
and Samin Ishtiaq, around the turn of the millenium (73,47,61,74], is an extension of (x =%+ 1;). Then, using the mid-stability proof rules, we can derive the specification
Hoare's logic for reasoning about programs that access and mutate data held in computer (x = N, True, G.x = N+1), which encompasses the previous four specifications.

fnez‘r?gry. It is based (?n the separating conjunction P x @, which asserts th.at P and. Q This chapter, first, defines linearisability in two ways: the standard one due O Herlihy
= cenarate portions of MEMO? and on program-proof rules that exploit separation and Wing [45), and an alternative one that is more suitable for verification. Then, W€

: . . shall consider how to prove linearisability, illustrated by linearisability proof gketches of
separation 10g1C, its semantics,

p ] i b |t . y/ 1 Y7ZEU se in automatic program-proof
1o and abstract Interpreters, am areE T as seen increasing attention in h't't p . / / b i _t

L the 1deas can be used to build a verifi-

oahar of fine-grained algorithms. The chapter concludes by discussing related work.
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Verification Ingredients

» Specifying a Library: ©
» Implementing a Library: L
» Verifying a Library implementation: Lk = @






Symbolic Execution with Separation Logic

Josh Berdine!, Cristiano Calcagno?, and Peter W. O’Hearn®

1 Queen Mary, University of London
2 Imperial College, London

Abstract. We describe a sound method for automatically proving Hoare
triples for loop-free code in Separation Logic, for certain preconditions
and postconditions (symbolic heaps). The method uses a form of sym-
bolic execution, a decidable proof theory for symbolic heaps, and extrac-
tion of frame axioms from incomplete proofs. This is a precursor to the
use of the logic in automatic specification checking, program analysis,
and model checking.

1 Introduction

Separation Logic has provided an approach to reasoning about programs with
pointers that often leads to simpler specifications and program proofs than pre-
vious formalisms [12]|. This paper is part of a project attempting to transfer the
simplicity of the by-hand proofs to a fully automatic setting.

We describe a method for proving Hoare triples for loop-free code, by a form
of symbolic execution, for certain (restricted) preconditions and postconditions.
It is not our intention here to try to show that the method is useful, just to say
what it is, and establish its soundness. This is a necessary precursor to further
possible developments on using Separation Logic in:

— Automatic Specification Checking, where one takes an annotated program
(with preconditions. nosteconditions and loon invariants) and chons it into
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A Local Shape Analysis based on Separation
Logic

Dino Distefano!, Peter W. O’Hearn'!, and Hongseok Yang?

! Queen Mary, University of London
? Seoul National University

Abstract. We describe a program analysis for linked list programs where
the abstract domain uses formulae from separation logic.

1 Introduction

A shape analysis attempts to discover the shapes of data structures in the heap at
program points encountered during a program’s execution. It is a form of pointer
analysis which goes beyond the tabulation of shallow aliasing information (e.g.,
can these two variables be aliases?) to deeper properties of the heap (e.g., is this
an acyclic linked list?).

The leading current shape analysis is that of Sagiv, Reps and Wilhelm, which
uses very generic and powerful abstractions based on three-valued logic [17]. Al-
though powerful, a problem with this shape analysis is that it behaves in a global
way. For example, when one updates a single abstract heap cell this may require
also the updating of properties associated with all other cells. Furthermore, each
update of another cell might itself depend on the whole heap. This global na-
ture stems from the use of certain instrumentation predicates, such as ones for

roarhahilityy +n tracls nranortioe nf nandoce in the hoan: an 11mdato +n a cinala ~all
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Modular Safety Checking for Fine-Grained
Concurrency

Cristiano Calcagno', Matthew Parkinson?, and Viktor Vafeiadis?

! Imperial College, London
2 University of Cambridge

Abstract. Concurrent programs are difficult to verify because the proof
must consider the interactions between the threads. Fine-grained con-
currency and heap allocated data structures exacerbate this problem,
because threads interfere more often and in richer ways. In this pa-
per we provide a thread-modular safety checker for a class of pointer-
manipulating fine-grained concurrent algorithms. Our checker uses own-
ership to avoid interference whenever possible, and rely/guarantee (as-
sume/guarantee) to deal with interference when it genuinely exists.

1 Introduction

Traditional concurrent implementations use a single synchronisation mechanism,
such as a lock, to guard an entire data structure (such as a list or a hash table).
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Shape-Value Abstraction for
Verifying Linearizability

Viktor Vafeiadis

Microsoft Research, Cambridge, UK

Abstract. This paper presents a novel abstraction for heap-allocated
data structures that keeps track of both their shape and their con-
tents. By combining this abstraction with thread-local analysis and rely-
guarantee reasoning, we can verify a collection of fine-grained blocking
and non-blocking concurrent algorithms for an arbitrary (unbounded)
number of threads. We prove that these algorithms are linearizable,
namely equivalent (modulo termination) to their sequential counterparts.

1 Introduction
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RGSep Action Inference

Viktor Vafeiadis

Microsoft Research Cambridge, UK

Abstract. We present an automatic verification procedure based on
RGSep that is suitable for reasoning about fine-grained concurrent heap-
manipulating programs. The procedure computes a set of RGSep actions
overapproximating the interference that each thread causes to its con-
current environment. These inferred actions allow us to verify safety,
liveness, and functional correctness properties of a collection of practical
concurrent algorithms from the literature.
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RGSep Action Inference

Automatically Proving Linearizability

Viktor Vafeiadis

University of Cambridge

Abstract. This paper presents a practical automatic verification proce-
dure for proving linearizability (i.e., atomicity and functional correctness)
of concurrent data structure implementations. The procedure employs a



A Local Shape Analysis based on
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SL Symbolic Execution

» Idea: Automatically prove assertions about the shape of data
structures In the memory

» Use symbolic execution
» Abstract Domain: Separation Logic Formulae

» Provides an algorithm for checking SL properties
» Eg. Memory Safety

» We will consider linked-list data structures



A (very) simple language

FE | E#E
E|z=|E| | |E|:=F | new(z) | dispose(F)

c;c| while b do c | if b then c else c

Syntax

8 W o
o
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Syntax b == E=FE | E4E
pi=x=F|z=|E| | |E]'=F | new(z) | dispose(F)

c :==p|c;c|whilebdoc|if bthen celse c

Semantics Heap: Loc — (Flield — VC@ Loc C Val
(Stack: Var — Val>57 h’ C = 8, h




A (very) simple language

Syntax b == E=F | E#E
pi=x=F |x=|E| | |F|'=F | new(z) | dispose(FE)
c:==p|c;c|whilebdoc|if bthen celse c
Semantics Heap: Loc — (Field — Vc@ Loc C Val
(Stack: Var — Val>57 h, c = S, h
CIE]s = n C[E]s=¢ h(f) =n
S,h,z=FE = (s|z+—n),h s,h, x:=[E] = (s|z—n),h
C[E]s=¢ C[F]s=n £c dom(h) ¢ ¢ dom(h)
s.h |[El=F — s, (h | £— n) s, h, new(z) —> (s |z — £), (b | £— n)
C[E]s = ¢ C[E]s ¢ dom(h)

A(E) :== |[E]==F | z:=[E] | dispose(FE)

s,h x [{ — n], dispose(F) = s, h s h, A(E) — T



A (very) simple language

Syntax b := E=E | E£E
pi=x=F |x=|E| | |F|'=F | new(z) | dispose(FE)
c:==p|c;c|whilebdoc|if bthen celse c
Semantics Heap: Loc — (Flield — VC@ Loc C Val
(Stack: Var — Val>37 h’ C = S, h
C[E]s=n C[E]|ls=4¢ h(f)=n
s,h,x=F = (s|z—n),h s,h, z=|FE] = (s|x+—n),h
C[E]s=4¢ C[F]s=n £ ¢&dom(h) ¢ & dom(h)
s,h, [El=F = s,(h| £ n) s,h, new(z) = (s|x+—¥£),(h|£+— n)
C[E]s =¥ C[FE]s &€ dom(h) R '_ .
s, h x [£ +— n|, dispose(E) = s, h s,h, A(E) =T A(E) = |Bl=F | z:= |E] | dispose(E)

if, while, sequential composition are as usual
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Symbolic Heaps ~ Pure I ||Z
E=F




Abstract Domain

Symbolic Heaps  Pure I |2
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Intuitively

P x ()




Abstract Domain

Symbolic Heaps ~ Pure I ||Z
E=F

Intultively P

«z.r) EgE g

s(E,F) < E#FAN(FE— FV(3z'.Ew— z' xls(z', F)))
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Symbolic Heaps  Pure I |2
E=F

Intultively P
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Abstract Domain

Symbolic Heaps ~ Pure I ||Z
E=F

Intultively P

P+ I
«z.r) EgE g
ok
xéxéxé( /\ P)/\( * Q)

Pell QeX

Interpretation



Symbolic States Semantics

Pure Part

sE{} < true
sEFE=F <+ C(C(F)s=
sEllpUll; <— sEIllj AsFEI1l




Symbolic States Semantics

Pure Part
S :{} < true
sEE=F <= C(C(E)s=C(F)s
S = OUHl < S:H0/\S:H1
Spatial Part
s,hE{} <= h=
s,hEFE—F <= CE)s=pANC(F)s=vAh=p—u
s,h=Is(E,F) <= C(E)s=pAC(F)s=qA ( h C;I;E?IEO?HH;I;OC}(;CIIC )
s,hEjunk <= h#I(
S,h:P*Q < Elh(),hl.h:h()Uhl/\S,h():P/\S,hl:Q




Symbolic States Semantics

Pure Part
sE{} < true
sFE=F <+ C(C(F)s=C(F)s
sFEllguUlly <«<— sEIlljg AsFEIll
Spatial Part
s,hE{} <= h=
s,hEE—F << CFE)s=pAC(F)s=vAh=p—uv
i B B h contains a non-cyclic
s,hFIs(E,F) <= C(E)s=pANC(F)s=qA ( bath from p to g )
s,hFEjunk <— h#0
s,hEPx(Q <= dhg,hi.h=hoUhiANs, hgEFPAs ,h1 EQ
Whole State

s,hE Y < V. (s(xX'—=V)EI)A(s(x'— V'), hEX)




Decidable Entallment

Queries

IIT-E=F I7
IT| ) |- false I7

- F # F when Vars'(E, F') =
— Allocated(E) when Vars'(E)
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Decidable Entallment

Queries

I+-E=F X+ E+F when Vars'(E, F) = (
II|3 +false  II|X F Allocated(E) when Vars'(E) = ()

Calculation

T 7 — E and F' are in the same

equivalence class cf. I



Decidable Entallment

Queries

I+-E=F I|YFE+F when Vars'(E, F) = (
IT1 X+ false IT|Y) = Allocated(E) when Vars’'(E) =

)

Calculation

T 7 — E and F' are in the same

equivalence class cf. I

I JYHFE#+F <— E=FANII, I false



Decidable Entallment

Queries

I+-E=F I|YFE+F when Vars'(E, F) = (
IT1 X+ false IT|Y) = Allocated(E) when Vars’'(E) =

)

Calculation

T 7 — E and F' are in the same

equivalence class cf. I

I JYHFE#+F <— E=FANII, I false

(AE. II - E = nil A allocated(X',E)) V
(3E,F.II+-E=FAIs(E,F)€X) V

(B _Is(E, )}NX #0) A
(HLRHFE:FA( Hi+,mﬂnﬂ2#m >

allocated(X, E) =3dE', (E— E € X))V (Is(E,E") € X)

II, ) |- false <—



Decidable Entallment

Queries

I+-E=F X+ E+F when Vars'(E, F) = (
II|3 +false  II|X F Allocated(E) when Vars'(E) = ()

Calculation

T 7 — E and F' are in the same

equivalence class cf. I

I JYHFE#+F <— E=FANII, I false

(AE. II - E = nil A allocated(X',E)) V
(3E,F.II+-E=FAIs(E,F)€X) V

7.3+ fal
, alse <— GE’F.HI_E:F/\({EH,IS(E,)}HZ#@)/\>

{F— L Is(F, )}NX+#0)
allocated(X, E) =3dE', (E— E € X))V (Is(E,E") € X)

II, ) - false Vv

11, F Allocated(E) < (AE'. Il - E = E’ A allocated( X, E'))
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Symbolic Execution

Command
(atomic)
[ Symbolic State F / ( Symbolic State j

Pre-Condition g, C — 0 \Post—Condition




Symbolic Execution

Command
(atomic)
Symbolic State / ( oymbolic State
Pre-Condition g, C — O o Post-Condition

I, r:=F
Y «FEw— F, r .= |F]
Y xEw— F, FE| =G
I, new ()
1Y« FE— F, dispose(F)

x = Elz'fa| N (II|Y)]z" /2]
r=Flx' /x| \N(II|Y x E— F)x'/x]
r=1Y*xE—G
r=(I\X)|z' /x| xx— 9

r = (II|X)

L4434




Symbolic Execution

Command

(atomic)
Symbolic State / oymbolic State
Pre-Condition g, C — O \POS’[—COﬂdI’[IOﬂ

I, r:=F
Y «FEw— F, r .= |F]
Y xEw— F, FE| =G
I, new ()
1Y« FE— F, dispose(F)

x = Elz'fa| N (II|Y)]z" /2]
r=Flx' /x| \N(II|Y x E— F)x'/x]
r=1Y*xE—G
r=(I\X)|z' /x| xx— 9

r = (II|X)

L4434

IT, Y ¥ Allocated(F)

II,Y, A(F) =




Symbolic Execution

Command
(atomic)
Symbolic State / oymbolic State
Pre-Condition 0-7 C = 0 \Post—Condmon
I, r.=F = xz=F}x/z|N{Y)x"/x]
Y xE— F, r:=|F| = x=Flz'/x| NIV xEw— F)lz'/x]
Y« Ew— F, FEl =G = x=1I|Y*«E—CG
I\x, new(x) = x=(I|X)x'/x]*xxz— 1
Y« Ew— F, dispose(F) = x=(I|X)
IT, Y ¥ Allocated(F)
II,Y, A(F) =
Rearrangment P(E,F) := E—F |Is(E,F)
Il Yo x P(E,G), A(E II 1 X
0! 20 x PUE,G), AB) = 1% 1y g

Ilg i 2o * P(F, G), A(E) =B IRP
IIy ! Yo x E—x xls(z',Q), A(E) = IL'>Y1 II'Y*E—F AE) =1II''%'

Ilg i 2o % |S(E, G), A(E) —> II1 12/ I 2 |S(E,F), A(E) — Iy



Abstraction

 Reduce the number of existential variables to
guarantee a finite domain: termination



Abstraction

 Reduce the number of existential variables to
guarantee a finite domain: termination

Canonicalization

(Stl)

(5t2)

E=x' NI X~ (IT'1 X)[E/x'] r'=EANII!X~ (I X)[E/x']

z' & Vars' (11, X) (Gb1 z',y" & Vars' (11, X)

Gb2
1Y% P(z',E) ~ IT' X Ujunk ) HIZ*Pl(a:’,y’)*Pg(y’,:v’)«»HIZUjunk( )

' ¢ Vars'(II, 5, E,F) I+ F=nil
II' Y% Pi(E,z") % Po(z', F) ~ Il X % Is(E, nil)

(Absl)

2’ ¢ Vars'(II, $,E,F,G,H) II+ F=G
II'Y P (E,z')* Py(z',F) * P3s(G,H) ~ IT | X xIs(E, F) x P;(G, H)

(Abs2)



Algorithm

» For each atomic command:

» Canonicalize the symbolic state (ST) to obtain a
canonical symbolic state (CST)

) EXecute the symbolic semantics on the atomic step
» For each composite command

» Use the composition rules using the atomic rules In
each step



Example

{1 {ls(c,0)}

p = 0;

while (¢ # 0) do
n:=c — ti;
c — tl := p;
D= C;
C:=n

od

{c=0Nc=nAn=0}]|{ls(p,0)} V{ic=0Ac=nAn=0}|{p+— 0}



Example

;}.‘:{gé(c’ 0)} | oop Invariant:

while (¢ # 0) do W :{(l}:‘ ;{LISA(Cfr;O:)}();L/ ' {p— 0}V
n:=c— tl; {c=nAn=0>}|{ls(p,0)} V
c — tl = p; fc=n}|{pr—0xls(n,0)} Vv
D= C; {fc=n} | {Is(p,0) *xIs(n,0)}
cC:=n

od

{c=0Nc=nAn=0}]|{ls(p,0)} V{ic=0Ac=nAn=0}|{p+— 0}



Modular Safety Checking for
Fine-Grained Concurrency



RGSep Symbolic Execution

» Extend the symbolic execution above to RGSep

p Calculate the interference of the “environment” (i.e. other
threads)

» Check that the assertions are stable w.r.t. interference

» Check memory safety for tfine-grained concurrent
programs

» VWe will extend this to Linearizabillity later
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Separation
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RGSep (Review)

Separation
h,i — Qg (P*Q) = = hl h2, (hl L‘!‘Jhg — h) /\ hl,i — ST P /\ hg,i — g Q

h,iEFsp (P—®Q) =3 hl h2,(hiWh=hy) A hy,iFsy P A ho,i Fgr Q




Separation

L ocality

h. i
h.i

RGSep (Review)

s, (P*Q)=3hl h2,(hiWhey =h) AN hi,iFsy, P A ha,iFgsp Q

— g7, (P—@)Q):E hl hz,(hlﬁﬂh:hg) A\ hl,i:SLP /\ hg,i:SLQ

p,q,r := P |

P

pxq|pAq|pVaq|3x.p| V. p



Separation

L ocality

h. i
h.i

RGSep (Review)

— g (P*Q):: hl h2,(h1wh2:h) /\ hl,i

=or (P —®Q) = 3 hl h2, (hy Wh = hy) A hy,i

pP,q,T _P|

=sr. P N\ ha,t1Fgsp ¢
=sr. P N ho,iFgp Q)

pxq|pAq|pVaq|3x.p| V. p

/ N\
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h,iFsp (P—®Q) =3 hl h2,(hy Wh =hy) N hy,iFsy P N ha,iFgsr Q

L ocality

p,q,r =P ||P||pxq|pAq|pVq|3x.p|Vx. p
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Separation
h,i — Qg (P*Q) = = hl h2, (hl L‘!‘Jhg — h) /\ hl,i — ST P /\ hg,i — g Q

h,iEFsp (P—®Q) =3 hl h2,(hiWh=hy) A hy,iFsy P A ho,i Fgr Q

L ocality

p,q,r =P ||P||pxq|pAq|pVeq|Tx.p|Vz.p

INnterference

[P~ Q] ={(hiWhg,haoWhg) | hi,i Fsp P A hae,iFgr Q}
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Pre FPost

R,G =P} cQ;

Set of Guarantee Actions:
Global actions allowed to this command

Set of Rely Actions:
Global actions of other concurrent commands
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R,GF P} C1Q;}
F' stable for (R U G) or C' has no atomic Q=(PxX—Y) r ¢ fu(P)

R GH{PxF} (C{Qx*F} R.GH{QINe=X}ax:=le|{{Q|xx=Y}

R,G+HA{P} C; {R} R,GFA{R} Cs {Q}
R,GF{P} C1;C3 {Q}

—{P* P} C {Q1 *Qs} Q | stable for R
gﬂfU(PQ):@ P = P % F Ql*FiQ (Pl’\?Ql)EG

—{|dy. P |* Py} atomic C' {3y. | Q | * @2}
» GQ, Gl B {Pl} Cl {Ql} P1 stable for R U GQ
UG1,Go F{ Py} Cy {Q2} P5 stable for R U G4
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RGSep Proof Rules

wHywangG—EXACT

Pr~~»8xQ1CG PoxS~Q2CG
Pl*PQWQl*ngG

—QL, P'=P P~ Q C G FgrL Q,=>Q

G-SEQ

G-CONS

P'~Q CG

P~QeG
P~QCG

P~QCdd

G-AX

G-SUB

Ple/z| ~ Qle/x] C G

(PxF) ~ (QxF) C G

P~ QCG

G-CoFRrM



RGSep Stabllity

Definition 1 (Stability). S;R = S iff for all s, s’ and ¢ such that s, Fgy,
and (s,s') € R, then s',i Fg, S

Lemma 1. S;[P~Q|=—=S iff FsL (P—-®95)*xQ — S

Rely’'s are Environment Actions

, 8,1 Fp P << [,1Fg, P

8,1 Fgp P < | =0As,iFgsL wssapg)(P)

l,S,’i —R P1 * P2 < Ell,lg. (l — ll &le) A\ (ll,S,’i —R pl) /\ (lg,S,i
l,s,iFrRP1 NP2 <= (I,8,iFrp1) A (], 8, Fr D2)

—R P2



Abstract Domain

A,B o= E1:E2 ‘ El#EQ ‘ EI—>,0‘ |Seg(E1,E2) |junk
P,Q,R,SZZZA‘P\/Q P*Q‘P—®Q|PLE1 ..... E,
p,q:=pVq|Px*Q
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Abstract Domain

A, B = Ey=E; | E1#Ey | E— p | Iseg(E1, E3) | junk
P,Q,R,SIZZA‘P\/Q P*Q‘P—®Q|PLE1 ..... E,
p,gu=pVq|Px*|Q

Everything as before except
Plg. By PAN-((E1— _)*xtrue) \--- AN=((E, — ) *x true)

locations (E1,---, En) are not allocated

We extend 1seg to account for D

Isegi(Ell,EQ,D) = (E1 = EQ) V dz. (El — F) LD *Isegi(F, EQ,D>



Elimination Rules

(F'+—p

) << F # D x(F — p)
Isegi,; ,(E, F,D")

)

)

< lsegi, ,(E,F,DUD’)
—— P,D*QLD
< P|pVQ|p

(P Q)|
(PVQ)I

ISR




Elimination Rules

(F—p)lp <= F # Dx(F + p)

D
Isegi,; ,(E,F,D")|p <= lsegi, ,(E,F,DUD’)
(P*xQ)lp < P|lp*Q|p
(PVQ)|p <= P|pVQlp

(E1+ p1) =® (B2 p2) <= E1 = E2xp1 = po
(E1 +— tl=Ea,p) —® Isegi,; (E,E’',D) <=

E17#0 % E1#D * p=p’ x Isegi,; ,.(E, E1, D)| g * Isegiy ,(E2, E', D)|g,

(E—p) ®(PxQ) <= Plpx(E— p—®Q)
V (E—p—®P)*QlEe
(E+—p)®(PVQ) < (E—p—®P) V (FE— p-—®Q)

(PxQ)®R < P-®(Q—®R)
(PVQ)®R < (P-®R)V(Q ®R)
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Dealing with Interference

Action definitions

action Lock(x) x+—lk=0~z—lk=TID
action Unlock(x) x+—lk=TID ~~ x— k=0

Stable Assertions

So =29 Sni1 =S, V(P —-®S8,)*Q
Just as before, this might add an unbounded
number of primed variables

Stable Abstractions
So=a(S)  Spi1=5,Va(P-®8,)*Q)



Abstraction

Use a technigue similar to the one we saw before

Stabilize
r+—lk=0ANy— lk=TID
Rely actions
Lock tid = tid#0A _tid# TIDAxz+— k=0~
tid#0A _tid# TIDAz— k= tid
Unlock tid = tid#0A _ tid# TIDAz+—lk=TID ~~

tid#0A _tid# TIDAz+— k=0



Abstraction: example

So <=
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So<= alr—lk=0%xy—lk=TID) =z — lk=0%y+— |k =TID
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Abstraction: example

So<= alr—lk=0%xy—lk=TID) =z — lk=0%y+— |k =TID
action lock
S1 <= Sp V a_tid # 0 x _tid # TID *x x — lk = _tid xy — lk = TID)
< Sy V (tid # 0% _tid # TID xx — lk = _tid x y — [k = TID)
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action unlock
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<= SV (x+— lk=0x%y+— lk =TID)

— S, Stable!



Symbolic Execution

» Assumptions

» We restrict all global state modifying commandads to
happen In atomic blocks

< Only if B is true l } Producing action Act(x) )

atomic (B) CA' as Act(x)

( Execute C atomically >

» All non-atomic commands are easy
p Lets see about atomic



Symbolic Execution

{X xS} assume(B) {X x P x I'}
(XxP}C{X'} X' FQx+xY  stab(Q+F)=R

{X x|S|} atomic (B) as Act(x) {Y x| R |}
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Symbolic Execution

{X xS} assume(B) {X x P x I'}
(XxP}C{X'} X' FQx+xY  stab(Q+F)=R

{X x|S|} atomic (B) as Act(x) {Y x| R |}

Call theorem prover to infer frame F
Symbolically execute C ignoring F
Infer frame Y (local post) and check that Q is satisfied

Stabilize the frame F and the shared post-condition Q



Shape-Value Abstraction for
Veritying Linearizabllity



Veritying Linearizabllity

» Simulation based approach:

1. For each method locate the linearization point in the code
(conceptually the atomic execution)

2. Embed an “abstract atomic operation” at an atomic commanad

3. Define an abstraction map relating concrete and abstract
states

4. Prove that the abstraction map Is invariant and the abstract
and concrete operations return the same values

Modular fine-grained concurrency verification
Vafeiadis 2008



Veritying Linearizabllity

» Linearization points are provided by the programmer

» Shape analysis recalls values to track the simulation
between the concrete and abstract data structure

» Check that the simulation is preserved at the linearization
points during symbolic execution



Trelber Stack (revisited)

struct stack { void init() {
struct node *Top; S = alloc():
¥3 S->Top = NULL;
/* ABS->val = €; */
struct stack *S; }
value.t pop() { struct node *t, *x; void push(value_t v) { struct node *t, *x;
do { x = alloc();
t = S->Top; // @2 x->data = v;
if (t == NULL) -
return EMPTY; t = 5->Top;
x = t->next: x->next = t;
} while (—CAS(&S->Top,t,x)); // @3 } while (—CAS(&S->Top,t,x)); // @1

return t->data;

}
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action APop()




Trelber Stack (revisited)
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Invariant: J € 3nw. S—Top:n * Iseg(n, NULL, v) *x ABS—val:v
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t = S->Top; // @2 x->data = v;
if (t == NULL) -
return EMPTY; t = 5->Top;
x = t->next: xX->next = t;
} while (—CAS(&S->Top,t,x));  // @3 } vhile (-CAS(&3->Top,t,x));  // @1
return t->data;
}
action APush() [S—Top:n x ABSr—val: Al

S—Top:y * y—data:e,next:n x ABS—val:(e)-Al
action APop() [S—Top:y * yr—data:e,next:n x ABS—val:(e)-A]
S—Top:n *x yr—data:e,next:n * ABS+—val:A]

Invariant: J < 3Jnw. S—Top:n * Iseg(n, NULL, v) * ABS—val:v CAVE
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Shape-Value Domain

Abstraction Concretization
Ctotal — Kyalue © Ushape “Ytotal — “Yshape © "Yvalue

Old Domain

Iseg(z, y) = (x =y Aemp) V (dbz. Node(z, z,b) * Iseg(z,y))

Node(z, y, v) T2 {.next = y,.data = v}

New Domain

Isegnew (T, Y, a ) g =y Aa=€Aemp)

bcz. a = (b)-c x Node(z, z, b) * Isegnew (2, Y, C)

< g



Shape Abstraction

c.f. the old abstraction rules

Node(y, z,b) = junk
Node(x,y,a) * Node(y, z,b) = lIsegnew(T, 2, (a)-(b))
Isegnew(Z, Yy, a) * Node(y, z,b) = Isegnew(, 2, a-(b))
Isegnew (Y, 2, b) = junk
Node(x, y, a) * Isegnew (Y, 2,b) = Isegnew(x, 2, (a)-b)
Isegnew (T, Y, @) * Isegnew (Y, 2,0) =— Isegnew(x, 2, a-b)



Value Abstraction

How do we abstract this shape to keep track of the value equalities”

Iseg(k, 0, b-c-d-e) * Iseg(l, 0, a-b) = Iseg(m, 0, a-b) * Iseg(n, 0, )
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Value Abstraction

How do we abstract this shape to keep track of the value equalities”

Iseg(k, 0, b-c-d-e) * Iseg(l, 0, a-b) = Iseg(m, 0, a-b) * Iseg(n, 0, )

The most precise answer |s:

tuvw. Iseg(k, 0, u-v-w) * Iseg(l, 0, t-u) * Iseg(m, 0, t-u) * Iseg(n, 0, w)

Computing this abstraction for sequences:
» ldentity values S that can be sately existentially quantified

S =T\ {€};

¢ :Z’ES,@/ES. 2, L1, L2,Y1, Y2.
Wi ( TF-EYNZFEENT =212T2 NY = Y1:2-Y2 —

S:=(S\{z,y}) U ({z1,72,y1,¥2, 2} \ {€})




Shape-Value Abstraction

» \VWe can now run the symbolic execution algorithm that
we presented before

» Check that the values in the symbolic state correspond
to the values In the specification state



RGSep Action Inference



Abstractions

As before, abstraction is necessary to guarantee
termination of symbolic state transtormations like

P <+ PV a(transform(P))

ABSTRACT(P) over-approximates P ([P]z C [ABSTRACT(P)|z)

Actions under a context R

A[R| P ~ Q] = A[P ~ Q] N A[P * R ~ Q * R]
= {(sWsg,s'Wsg) | L. s€ [Pz ANs" €[Q]z A sp€[R *true]z}

R allows to delimit when the action can be executed



May-Subtraction

SUBTRACT (P, (), A) Find F'such that P

p=31.-r
: i : o :
MAY-SUBTRACT(P, ), R) Find Ssuch that S is the result

of removing ) and R from P and
adding R back

th‘JhQZP/\hle/\hQZR*tTUG = ho E S
P

Q j R
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Stablilization

For P=x+—1%xy+> 2 Q=a—Db

SUBTRACT(P, Q,0) fails since we can’t prove that
a IS alwavs allocated
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Stablilization

For P=x+—1%xy+> 2 Q=a—Db

SUBTRACT(P, Q,0) fails since we can’t prove that
a IS alwavs allocated

MAY-SUBSTRACT(P, (0, emp)
(a=2xAb=1ANy—=2)V(a=yAb=2ANx+ 1)

MAY-SUBSTRACT(P, emp, Q)
(a:xAbzlA:CHl*yHQ) V

(a=yANb=2ANx+— 1*xy+— 2)



Stablilization

For P=x+—1%xy+> 2 Q=a—0b

SUBTRACT(P, Q,0) fails since we can’t prove that
a IS alwavs allocated

MAY-SUBSTRACT(P, (0, emp)
(a=2xAb=1ANy—=2)V(a=yAb=2ANx+ 1)

MAY-SUBSTRACT (P, emp, ()
(a:xAbzl/\:EHl*yHQ) V

(a=yANb=2ANx+— 1*xy+— 2)
STABILIZE(S, Rely)

repeat
Sold +— S
for all (R | P~ Q) € Rely do
S < SV ABSTRACT(MAY-SUBTRACT(S, P, R) * Q)
until S = Soa
return S



Action Inference

» We extend the symbolic execution algorithm to obtain
ootential Guarantees

» We iterate the procedure until we find a fixpoint

INFER-ACTIONS(init, Ms)
G+ 0
(—, Inv) < SYMB-EXEC(emp, 0, init)
repeat
Gowa <+ G
Inv < STABILIZE(Inv, G)
for all C € Ms do
(Gnew, —) + SYMB-EXEC(|Inv|, G, C)
G < G U Ghew
until G = Gold
return (G, Inv)




Extended Symbolic Execution

Reads SYMB-EXEC(3z. P, *|Bsl|, Rely,x := [E)])

if SUBTRACT(FL, E—a,{a}) = RL then

return (), 3zapB. x = a A E—ax Ry[B/x] *|Ps[3/x])
else if inside an atomic block and SUBTRACT(Ps, E—a, {a}) = Rs then

return (), dzap. x = a A PL[|B/x] *x|E—a x Rs[B/x])
else

return ERROR

Writes SymB-EXEC(3z. P, *|[Ps|, Rely, [E] := E')
if SUBTRACT(FL, E—a,{a}) = Ry then
return (), 3z. E—E’ x Ry x |Ps|)
else if inside an atomic block and SUBTRACT(Fs, E—a, {a}) = Rs then
(Pra2s, P;,) < REACHABLE-SPLIT(PL, E—E")
act < A-ABS(Rs | E—a ~ E—E' x Pras)
return ({act}, 3z. P, x|E—~E" * PLas * Rg|)
else
return ERROR




Extendeo SymbOllc Execution

SYMB-EXEC(p, Rely, C) where p =/, 3z;. P; x|Q;
if C is skip then
return (0, p)
else if C' is assume(F) then
return (0,\/, 3z:;. EA0A P; %|Q4)
else if C' is x:= F then
return (0,\/. 3z;.38. x=E[B/x] A B;[B/x] *|Q:[B/x])
else if C is x :=malloc() then
return (0,\/, 3z;. Ja B. x—a *x B[B/x] % |Q:[B/x])
else if C is (C1;C2) then
(G1,q1) < SYMB-EXEC(p, Rely, C1)
(G2, q2) < SYMB-EXEC(q1, Rely, C2)
return (G1 UGz, q2)
else if C' is (C; & C3) then
(G1,q1) < SYMB-EXEC(p, Rely, C1)
(G2, q2) < SYMB-EXEC(p, Rely, C2)
return (G1 UG2,q1V q2)
else if C' is (Cp)™ then
repeat
Pold < P
(Gnew,p) < ABS-PosT(SYMB-EXEC(p, Rely,skip & Cp))
until p = poig
return (G V Ghew, D)
else if C is atomic Cy then
(G, V,; 3x:. P; %|Q4) < SymB-EXEC(p, D, Co)
return (G,\/, 3x;. P; *|STABILIZE(Q;, Rely)|)




Automatically Proving Linearizabllity



CAVE

» [t all comes together in a tool called CAVE
» CAVE takes as input
» A concurrent data structure specification
» Uses specific abstract constructs for lists, sets, etc.
» A concurrent data structure implementation (C-like)
» Checks for linearizability



Some tricks

p Pure verification checker

p Linearizable executions that do not modify the state are
usually hard to check, additional state is added to
those cases

» Action Inference

» Linearization discovery (normally where the abstract state
'S modified by writing in the shared state)



CAVE (homework)

Some examples in CAVE
p Stacks

» lreiber

» Ireiber Extended
» Queues

» 2 Lock Queue

» DGK Queue

» MS Queue
p Sets

p CG Set

» Noam Set

p LC Set




void push (value v) {
Cell t,x;
{AbsResult = undef * Stack[nv}
x := new Cell();
x.data := v;
AbsResult — undef
x x—Cell(v, ) * StackInv
do {
AbsResult — undef
x x—Cell(v, ) * StackInv
(t:=8;)
x.next = t;
AbsResult +— undef
x x+—Cell(v, t) x StackInv
} while (—CASgnis(&S,t,%));
{AbsResult > vk Stack[nv}

}

do {

CAVE

&Sy * &Abs — A ~» &S—x x r—Cell(v,y) * &Abs — v-A  (Push)

&S—x x x—Cell(v, y) * &Abs — v-A ~» &Sy *x x—Cell(v,y) * &Abs — A (Pop)

value pop () {
Cell t, x,temp;

{AbsResult = undef * Stacldnv}

(t :=S; Lingis(t = null);)
{(t:null A AbsResult —> EMPTY Stack[nfu)}

V (3z. AbsResult — undef * K(z))
if(t =null) return EMPTY;

{3z. AbsResult > undef * K(z)}
X := t.next;

{AbsResult +>> undef * K(x)}
} while(—CASnis(&S, t,x));
Jv. AbsResult +— v

X

Jr A. &Abs — Ax &S —
* Iseg(x,null, A) x x—Cell(v, _) * true

temp := t.data;

{Jv. AbsResult > temp * StackInv}
return temp,

¥
StackInv

def

dr A. &S — z * &Abs — A x Iseg(x,null, A) * true

dxv A B. &Abs — A-v-B % &S +— z * Iseg(zx, t, A)
x t—Cell(v,y) * Iseg(y,null, B) * true

V (3z A. &Abs — A % &S +— z * Iseg(z,null, A) x t—Cell(_, -) * true)




CAVE

&S—y x &Abs — A ~» &S—x x x—Cell(v, y) * &Abs +— v-A  (Push)
&S—z * x—Cell(v, y) * &Abs — v-A ~~» &Sy x x—Cell(v,y) * &Abs — A (Pop)

value pop () {
void push (value v) { Cell t,x, temp;
Cell t,x; {AbsResult = undef * Stacklm)}
{AbsResult +> undef * StackInv} do {
x := new Cell(); (t :=S; Lingmis(t = null);)
x.data ;= v: t=null A AbsResult +> EMPTY x Stacklnv

gpetri in /Users/gpetri/Downloads/cave-2.1
A ./cave -linear EXAMPLES/stack_spec.cav EXAMPLES/Treiber.cav

DONE after iteration: 4

Valid
Time (RGSep+Linear): 0.24s
{AbsResult > undef } dr A. &Abs — Ax &S —
x x—Cell(v, t) x StackInv * | % Iseg(x,null, A) x x—Cell(v, _) * true
} while (—CASgnis(&S,t,x%)); temp := t.data;
{AbsResult — V Stack]nv} {Elv. AbsResult — temp * Stack[nv}
} return temp;
}

StackInu = Bz A. &S — © * &Abs — A = Iseg(z,null, A) * true

(3zv AB. &hbs > A-v-B * &S — z % Iseg(z,t, A)
x t—Cell(v, y) * Iseg(y, null, B) * true

V (Jz A. &Abs — A x &S — z x Iseg(z,null, A) x t—Cell(,, -) * true)



The END



