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Verification Ingredients

‣Specifying a Library: φ 

‣ Implementing a Library: L 

‣ Verifying a Library implementation: L ⊨ φ

















A Local Shape Analysis based on 
Separation Logic



SL Symbolic Execution

‣ Idea: Automatically prove assertions about the shape of data 
structures in the memory 
‣Use symbolic execution 
‣Abstract Domain: Separation Logic Formulae 
‣Provides an algorithm for checking SL properties 
‣ Eg. Memory Safety 
‣We will consider linked-list data structures
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A (very) simple language
Syntax

if, while, sequential composition are as usual

Semantics
s, h, c � s, hStack: V ar � V al

Loc � V alHeap:Loc � (Field � V al)
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s ! {} ⇐⇒ true
s ! E = F ⇐⇒ C(E)s = C(F )s

s ! Π0 ∪Π1 ⇐⇒ s ! Π0 ∧ s ! Π1

Pure Part



Symbolic States Semantics

s ! {} ⇐⇒ true
s ! E = F ⇐⇒ C(E)s = C(F )s

s ! Π0 ∪Π1 ⇐⇒ s ! Π0 ∧ s ! Π1

Pure Part

s, h ! {} ⇐⇒ h = ∅
s, h ! E $→ F ⇐⇒ C(E)s = p ∧ C(F )s = v ∧ h = p $→ v

s, h ! ls(E,F ) ⇐⇒ C(E)s = p ∧ C(F )s = q ∧
(

h +QMi�BMb � MQM@+v+HB+
T�i? 7`QK p iQ q

)

s, h ! junk ⇐⇒ h ̸= ∅
s, h ! P ∗Q ⇐⇒ ∃h0, h1.h = h0 ∪ h1 ∧ s, h0 ! P ∧ s, h1 ! Q

Spatial Part



Symbolic States Semantics

s ! {} ⇐⇒ true
s ! E = F ⇐⇒ C(E)s = C(F )s

s ! Π0 ∪Π1 ⇐⇒ s ! Π0 ∧ s ! Π1

Pure Part

s, h ! {} ⇐⇒ h = ∅
s, h ! E $→ F ⇐⇒ C(E)s = p ∧ C(F )s = v ∧ h = p $→ v

s, h ! ls(E,F ) ⇐⇒ C(E)s = p ∧ C(F )s = q ∧
(

h +QMi�BMb � MQM@+v+HB+
T�i? 7`QK p iQ q

)

s, h ! junk ⇐⇒ h ̸= ∅
s, h ! P ∗Q ⇐⇒ ∃h0, h1.h = h0 ∪ h1 ∧ s, h0 ! P ∧ s, h1 ! Q

Spatial Part

s, h ! Π |Σ ⇐⇒ ∃v′. (s(x′ $→ v′) ! Π ) ∧ (s(x′ $→ v′), h ! Σ )

Whole State
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Symbolic Execution

�, c � ��Symbolic State 
Pre-Condition

Command 
(atomic)

Symbolic State 
Post-Condition

� |� , x := E � x = E[x�/x] � (� |� )[x�/x]
� |� � E �� F , x := [E] � x = F [x�/x] � (� |� � E �� F )[x�/x]
� |� � E �� F , [E] := G � x = � |� � E �� G

� |� , new(x) � x = (� |� )[x�/x] � x �� y�

� |� � E �� F , dispose(E) � x = (� |� )

Rearrangment

� ,� � Allocated(E)

� ,� , A(E ) � �
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Abstraction
• Reduce the number of existential variables to 

guarantee a finite domain: termination

Canonicalization



Algorithm

‣ For each atomic command:  
‣Canonicalize the symbolic state (ST) to obtain a 

canonical symbolic state (CST) 
‣ Execute the symbolic semantics on the atomic step 
‣ For each composite command 
‣Use the composition rules using the atomic rules in 

each step



Example

{} | {ls(c, 0)}

{c = 0 � c = n � n = 0} | {ls(p, 0)} �
{c = 0 � c = n � n = 0} | {p �� 0}

p := 0;
while (c �= 0) do

n := c � tl;
c � tl := p;
p := c;
c := n

od {c = 0 � c = n � n = 0} | {ls(p, 0)} �
{c = 0 � c = n � n = 0} | {p �� 0}



Example

{p = 0} | {ls(c, 0)} �
{c = n � n = 0} | {p �� 0} �

{c = n � n = 0} | {ls(p, 0)} �
{c = n} | {p �� 0 � ls(n, 0)} �

{c = n} | {ls(p, 0) � ls(n, 0)}

Loop Invariant:{} | {ls(c, 0)}

{c = 0 � c = n � n = 0} | {ls(p, 0)} �
{c = 0 � c = n � n = 0} | {p �� 0}

p := 0;
while (c �= 0) do

n := c � tl;
c � tl := p;
p := c;
c := n

od {c = 0 � c = n � n = 0} | {ls(p, 0)} �
{c = 0 � c = n � n = 0} | {p �� 0}



Modular Safety Checking for 
Fine-Grained Concurrency



RGSep Symbolic Execution

‣ Extend the symbolic execution above to RGSep 
‣Calculate the interference of the “environment” (i.e. other 

threads) 
‣Check that the assertions are stable w.r.t. interference 
‣Check memory safety for fine-grained concurrent 

programs  
‣We will extend this to Linearizability later
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RGSep (Review)

Locality

Separation
h, i �SL (P � Q) = � h1 h2, (h1 � h2 = h) � h1, i �SL P � h2, i �SL Q

h, i �SL (P ��Q) = � h1 h2, (h1 � h = h2) � h1, i �SL P � h2, i �SL Q

{P} C {Q}
{P � R} C {Q � R}

Frame
{P1} C1 {Q1} {P2} C2 {Q2}

{P1 � P2} C1�C2 {Q1 � Q2}
Parallel



RGSep (Review)

�P � Q� = {(h1 � h0, h2 � h0) | h1, i �SL P � h2, i �SL Q}
Interference

Locality

Separation
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RGSep (Review)

�P � Q� = {(h1 � h0, h2 � h0) | h1, i �SL P � h2, i �SL Q}
Interference

Locality

�h1 h2h0 h0

Separation
h, i �SL (P � Q) = � h1 h2, (h1 � h2 = h) � h1, i �SL P � h2, i �SL Q

h, i �SL (P ��Q) = � h1 h2, (h1 � h = h2) � h1, i �SL P � h2, i �SL Q
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RGSep Judgment

R, G � {P} c {Q}
Pre Post

Set of Guarantee Actions: 
  Global actions allowed to this command

Set of Rely Actions:  
  Global actions of other concurrent commands

�

�R

R

G
G

G
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RGSep Proof Rules
R,G ` {P} C {Q}

F bi�#H2 7Q` (R [G) Q` C ?�b MQ atomic

R,G ` {P ⇤ F} C {Q ⇤ F}
Q ⌘ (P ⇤X 7! Y ) x /2 fv(P )

R,G ` { Z ^ e = X} x := [e] { Z ⇤ x = Y }

R,G ` {P} C1 {R} R,G ` {R} C2 {Q}
R,G ` {P} C1;C2 {Q}

� {P1 ∗ P2} C {Q1 ∗Q2} Z bi�#H2 7Q` R

ȳ ∩ fv(P2) = � P ⇒ P1 ∗ F Q1 ∗ F ⇒ Q (P1 � Q1) ⊆ G
� { ∃ȳ. P ∗ P2} atomic C {∃ȳ. Z ∗Q2}

R [G2, G1 ` {P1} C1 {Q1} P1 bi�#H2 7Q` R [G2

R [G1, G2 ` {P2} C2 {Q2} P2 bi�#H2 7Q` R [G1

R,G1 [G2 ` {P1 ⇤ P2} C1kC2 {Q1 ⇤Q2}



RGSep Proof Rules



Rely’s are Environment Actions

RGSep Stability
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locations                 are not allocated(E1, . . . , En)



Abstract Domain

P �(E1,...,En) �� P � ¬((E1 �� n) � true) � · · · � ¬((En �� n) � true)

Everything as before except 

locations                 are not allocated(E1, . . . , En)

We extend lseg to account for D
lsegi(E11, E2, D) = (E1 = E2) � �x. (E1 �� F ) �D �lsegi(F, E2, D)
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Dealing with Interference
Action definitions

action Lock(x) x �� lk = 0 � x �� lk = TID

action Unlock(x) x �� lk = TID � x �� lk = 0
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Dealing with Interference
Action definitions

Just as before, this might add an unbounded 
number of primed variables

action Lock(x) x �� lk = 0 � x �� lk = TID

action Unlock(x) x �� lk = TID � x �� lk = 0

Stable Assertions

Stable Abstractions



Abstraction
Use a technique similar to the one we saw before

x �� lk = 0 � y �� lk = TID
Stabilize

Lock ntid = ntid �= 0 � ntid �= TID � x �� lk = 0 �
ntid �= 0 � ntid �= TID � x �� lk = ntid

Unlock ntid = ntid �= 0 � ntid �= TID � x �� lk = TID �
ntid �= 0 � ntid �= TID � x �� lk = 0

Rely actions
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Abstraction: example



Abstraction: example



Abstraction: example

Stable!



Symbolic Execution

‣Assumptions 
‣We restrict all global state modifying commands to 

happen in atomic blocks 
 
 

‣All non-atomic commands are easy 
‣ Lets see about atomic

atomic (B) C as Act(x)

Only if B is true

Execute C atomically

Producing action Act(x)



Symbolic Execution
{X � S} assume(B) {X � P � F}

{X � P} C {X �} X � � Q � Y stab(Q � F ) = R

{X � a } atomic (B) as Act(x) {Y � _ }
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Symbolic Execution
{X � S} assume(B) {X � P � F}

{X � P} C {X �} X � � Q � Y stab(Q � F ) = R

{X � a } atomic (B) as Act(x) {Y � _ }

Call theorem prover to infer frame F 

Symbolically execute C ignoring F

Infer frame Y (local post) and check that Q is satisfied

Stabilize the frame F and the shared post-condition Q



Shape-Value Abstraction for 
Verifying Linearizability



Verifying Linearizability
‣Simulation based approach: 

1. For each method locate the linearization point in the code 
(conceptually the atomic execution) 

2. Embed an “abstract atomic operation” at an atomic command 

3. Define an abstraction map relating concrete and abstract 
states 

4. Prove that the abstraction map is invariant and the abstract 
and concrete operations return the same values

Modular fine-grained concurrency verification 
Vafeiadis 2008



Verifying Linearizability

‣ Linearization points are provided by the programmer 
‣Shape analysis recalls values to track the simulation 

between the concrete and abstract data structure 
‣Check that the simulation is preserved at the linearization 

points during symbolic execution
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Treiber Stack (revisited)

Invariant:



Treiber Stack (revisited)

Invariant: CAVE



Shape-Value Domain
Abstraction Concretization

↵total = ↵value � ↵shape �total = �shape � �value



Shape-Value Domain
Abstraction Concretization

Old Domain

↵total = ↵value � ↵shape �total = �shape � �value



Shape-Value Domain
Abstraction Concretization

Old Domain

New Domain

↵total = ↵value � ↵shape �total = �shape � �value



Shape Abstraction
c.f. the old abstraction rules
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Value Abstraction
How do we abstract this shape to keep track of the value equalities?

The most precise answer is:

Computing this abstraction for sequences: 
‣ Identify values S that can be safely existentially quantified



Shape-Value Abstraction

‣We can now run the symbolic execution algorithm that 
we presented before 
‣Check that the values in the symbolic state correspond 

to the values in the specification state



RGSep Action Inference



Abstractions

Actions under a context R

R allows to delimit when the action can be executed

As before, abstraction is necessary to guarantee  
termination of symbolic state transformations like



May-Subtraction
Subtract(P, Q, A) Find    such thatF

P � �A. Q � F

Q

P

F

May-Subtract(P, Q, R) Find    such that     is the result  
of removing     and     from     and 
adding     back

S S
Q R P

R

h1 � h2 � P � h1 � Q � h2 � R � true � h2 � S

Q

P

R
S
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Stabilization
P = x �� 1 � y �� 2 Q = a �� bFor

am#i`�+i(P, Q, �) fails since we can’t prove that 
   is always allocateda

J�v@am#bi`�+i(P, Q, emp)

(a = x � b = 1 � y �� 2) � (a = y � b = 2 � x �� 1)

J�v@am#bi`�+i(P, emp, Q)
(a = x � b = 1 � x �� 1 � y �� 2) �

(a = y � b = 2 � x �� 1 � y �� 2)



Action Inference
‣We extend the symbolic execution algorithm to obtain 

potential Guarantees 
‣We iterate the procedure until we find a fixpoint



Extended Symbolic Execution
Reads

Writes



Extended Symbolic Execution



Automatically Proving Linearizability



CAVE

‣ It all comes together in a tool called CAVE 
‣CAVE takes as input 
‣A concurrent data structure specification 
‣Uses specific abstract constructs for lists, sets, etc. 
‣A concurrent data structure implementation (C-like) 
‣Checks for linearizability



Some tricks

‣Pure verification checker 
‣ Linearizable executions that do not modify the state are 

usually hard to check, additional state is added to 
those cases 

‣Action Inference 
‣ Linearization discovery (normally where the abstract state 

is modified by writing in the shared state)



CAVE (homework)

‣ Stacks 
‣ Treiber 
‣ Treiber Extended 
‣ Queues 
‣ 2 Lock Queue 
‣ DGK Queue 
‣ MS Queue 
‣ Sets 
‣ CG Set 
‣ Noam Set 
‣ LC Set

Some examples in CAVE



CAVE



CAVE



The END


